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1.0 INTRODUCTION

|This document describes how to generate ONNX and PMML files for Logistic Regression and
upload these files in Fortanix Confidential Al using Bring You Own Model (BYOM) workflow . These

steps can be followed for other supported  Scikit Learn algorithms too.

2.0 PREREQUISITES

1 Install the following dependencies as required:
o numpy
o scikit-learn
o sklearn-onnx
o sklearn2pmml
1 Ausersigned into a Confidential Al account.

For instruction on how to sign up and log in, refertoour Us er Ns gu/ de. Si gn

Lup

3.0 GENERATE THE ONNX AND PMML FILES

3.1 SCRIPT[TO GENERATE THE FILES]
The script below generates the following files:

1 ONNX file - logistic_regr.onnx
1 PMML file - logistic_regr.pmml

1 Input dataset for Confidential Al - logistic_regr_input.csv

NOTE: This Python script is just an example. You can modify it to suit your requirements.
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#!/usr/bin/env python3

# Thisis a example program that generates a logistic regression
# onnx and pmml model files from scikitlearn's iris dataset.

# This program also creates an csv file that can be uploaded to CAIl

# for input dataset.

import numpy

from sklearn.datasets import load_iris
from sklearn.model_selection import train_test_split
from sklearn.linear_model import LogisticRegression

from sklearn.utils.validation import column_or_1d

# Train logistic regression model
iris = load_iris()
X,y =iris.data, iris.target

X_train, X_test, y_train, y_test = train_test_split(X, y)

# all parameters not specified are set to their defaults

logisticRegr = LogisticRegression(max_iter=7600)

logisticRegr.fit(X_train, y_train)

# ONNX file generation

print("Generating ONNX file....", end="")

from skl2onnx import convert_sklearn

from skl2onnx.common.data_types import FloatTensorType

initial_type = [(‘float_input', FloatTensorType([None, 4]))]

onx = convert_sklearn(logisticRegr, initial_types=initial_type)

with open("logistic_regr.onnx", "wb") a sf
f.write(onx.Serialize ToString())

print(DONE!")

# PMML file generation

print("Generating PMML file....", end="")

from sklearn2pmml.pipeline import PMMLPipeline
from sklearn2pmml import sklearn2pmml

import pandas as pd

from sklearn.preprocessing import StandardScaler
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pmmi_file = 'logistic_regr.pmml’
steps = [
("scaler", StandardScaler()),

("classifier", LogisticRegression(max_iter=7600))

pipeline = PMMLPipeline(steps)

xdf = pd.DataFrame(X_train, columns = ['u','v",’ w','x])
ydf = pd.DataFrame(y_train, columns = ['y'])

pipeline.fit(xdf, ydf.values.ravel())

sklearn2pmml(pipeline, pmml_file, with_repr = True)

print(DONE!")

# Input csv generation

print("Generating input csv....", end="")

(X_test_rows, _) = X_test.shape

z = numpy.zeros((X_test_rows,1))

X_test = numpy.append(X_test, z, axis=1)
numpy.savetxt("logistic_regr_input.csv", X_test, delimiter=",",
header="u,v,w,x,y", comments="")

print("DONE!")

#

print(""This script has generated the following files:
1. logistic_regr.onnx

2. logistic_regr.pmml

3. logistic_regr_input.csv

The ML variables to use the model
Features: u,v,w,x

Target: y

")

Execute the above script using the following command to generate the ONNX,  PMML, and the

Input dataset files.
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python3 - W ignore <filename>

4.0 PREPARE THE PMML AND ONNX MODEL FOR CONFIDENTIAL Al
This section describes how to prepare the PMML and ONNX model for B YOM workflow in
Confidential Al as an example.
4.1 REMOVE THE OUTPUT TAG FOR PMML FILE
Open the PMML file logistic_regr.pmml and remove the <CQutput> tag.
NOTE: The PMML file should not have an <Output> tag. This is a requirement for BYOM
using PMML only.
4.2 UPLOAD THE INPUT DATASET i DATA INGESTION
1. Upload the input dataset file logistic_regr _input.csv  generated using the script in
Section 3.1 to Confidential Al .
a. Click CREATE DATASET inthe DATA INGESTION tab and select CSV Dataset to
upload the dataset.
TR @ caltest_Amd... - @ oatest v
MANAGER
 Confidential Al @ Confidential Al
LD £ aks-nodepool-20224461-Vmss000000 §
Data Preparation fesnhe
Add Models
DATA INGESTION DATA PREPARATION ADD MODELS INFERENCE
Inference
Data Ingestion
2" _m‘ csv Image Dataset
B resnets3 mages 4
FIGURE 1: UPLOAD DATASET
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Dataingestion

Dataset name

logistic-reg-dataset

Description

File type

File upload

logistic_regr_input.csv [

Drag afile or browse to upload

Detected headers:5  Found rows: 38

w x ¥y

(OSSN CREATE DATASET

FIGURE 2: UPLOAD DATASET

@ Confidential Al @ Confidential Al
Data Ingestion @ s 3207M8: B attestation regort
Data Preparation 10.224.04
Add Models
DATA INGESTION DATA PREPARATION ADD MODELS INFERENCE
Inference

Data Ingestion

NAME TYPE LABELS
& logistic-reg-dataset csv
& my-s3-dataset csv
& my-test-dataset csv

FIGURE 3: DATASET UPLOADED

4.3 DATA PREPARATION
Un the previous ph dhe eolupirbnarea of then gabutat datmset) were extracted . Y n
this phase, you can lpdfi otnthddeg oceplecmfy swhaowl ) be used as the features (

and which column shoul dY)bd ous dadc ea s utbhhrsee qtuaerng e tmo(d e | training phase.
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1. Inthe DATA PREPARATION tab, click ADD VARIABLES to select the features and target.
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# Confidential Al

Data Ingestion
Data Preparation
‘Add Models

Inference

@ Confidential Al

2 aks-nodepoall-3207TIe # aitestation report

DATA INGESTION DATA PREPARATION

Data Preparation

my-test-dataset
v

id/Age

@ ADD VARIABLES

ADD MODELS INFERENCE

logistic-reg-dataset

csv

@ ADD VARIABLES

FIGURE 4: SELECT VARIABLES

2. Select u,v,w, and x as features and select y as the target.

LOGISTIC-REG-

COLUMNS

u

y

Variables:

XU v, w,x

Data preparation

SET A FEATURE SET ATARCET

ufeature

vfeature

wfeature

xfeature
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3. The variables are added.

i Fortanix

® Confidential Al @ Confidential Al
Data Ingestion & ak depooll 3 [
Data Preparation 1022404
‘Add Models
DATA INGESTION DATA PREPARATION ADD MODELS INFERENCE
Inference
Data Preparation
@ my-test-dataset % logistic-reg-dataset
csv eV
Id/Age Uy
@ ADD VARIABLES @ ADD VARIABLES
FIGURE 6: VARIABLES ADDED
4.4 UPLOAD MODEL

In this phase, y ou can upload the PMML and ONNX trained model files generated using the script

in Section 3.1 and use it to make predictions in the next phase

In the ADD MODELS tab, click ADD MODEL and select Upload Model to upload the generated

1.
logistic_regr.onnx and logistic_regr.pmml model files .
DATA SECURITY [E] citestAmd. . ® oatest v
MANAGER
@ Confidential Al @ Confidential Al
Data Ingestion & ak oL LE e
Data Preparation [ratess
Add Models N
DATA INGESTION DATA PREPARATION ADD MODELS INFERENCE
Inference
Training flows
Built Models ded Build Model
xg test e ———

FIGURE 7: UPLOAD MODEL
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BRING YOUR MODEL X

.
Add madels

Model name

logistic-regression-onnx-model

Model type (optional

Logistic regression

Input type

csv

Upload your Model

@ Upload afile QO S3URL
Size: 200MB max Size: 200MB max
logistic_regr.onnx | [i[

Drag afile or browse to upload

e

FIGURE 8: UPLOAD ONNX MODEL




E
CONFIDENTIAL Al g BRING YOU OWN MODEL USING LOGISTIC REGRESSION II|II Fortanlx

BRING YOUR MODEL

-
Add models

Model name

logistic-regression-pmmi

Model type (optional

Logistic regression v

Input type

csv v

Upload your Model
@® Upload afile O S3URL
Size: 200MB max Size: 200M8 max
logistic_regr.pmmi| [ii]

Drag a file or browse to upload

cAncEL

FIGURE 9: UPLOAD PMML MODEL

2. The models are uploaded.
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Daca ingestion S aks 32084 # attestation report
Data Preparation 10.22
Add Models
DATA INGESTION DATA PREPARATION ADD MODELS INFERENCE
Inference
Add Models
Built Uploaded Models
Uploaded Models
Sortby:  Recently added ~
% logistic-regression-pmm| @ logistic-regression-onnx-model
Logitic regression Logisic regression

FIGURE 10: MODELS UPLOADED
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4.5 DATA INFERENCE

In this phase, the CSVdata is passed through a machine learning model to identify and predict the

output from the data.

1. Inthe INFERENCE tab, click BUILD INFERENCE to predict the data out put and download the

output dataset .

® Confidential Al @ Confidential Al

Data Ingestion & aks-nodepooll-20224461-vmss000000 & attestation report

Data Preparation o2

Add Models
DATA INGESTION DATA PREPARATION ADD MODELS INFERENCE
Inference
Inference | 4+ BUILD INFERENCE |
xg test inf Created on Mar 26th 2022, 440 PM
g xg_dt_class_inference_657 g Gradient-boosted Prediction g xg test
Format:

csv

FIGURE 11: BUILD INFERENCE

2. In the Build Inference form, enter the Inference flow name , that is, the name of the inference
model.

3. Inthe Select model section, select UPLOADED, and select the ONNX trained model that was
uploaded in the J3Upfrométhedrop -downdel j st age

4. Inthe Selectinput dataset field, select the input dataset that you uploaded in  Section 4.2 that
you want to pass through a machine learning (ML) model.

5. Inthe Select inference application section, select scikit -learn Prediction as the prediction
algorithm .

6. Select the ML variables.

7. Inthe Output Configuration field, enter the name of the output dataset that will contain the
predicted output.

8. The Encrypt Dataset option i s selected by default to generate an encryption key and add an
extra layer of protection to the output data. Copy or download the key to decrypt the output

data for viewing.
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NOTE: Failure to save the key will result in loss of data.

9. Click CREATE INFERENCE FLOW to pass the data through a machine learning model and
predict the output.

INFERENCE

X
Inference flow name

logistic-regression-onnx-inference |

Select model

Model

(O TRAINED I (O FORTANIX

logistic_reg_model_onnx_900 |

Select input dataset

logistic-reg-dataset |

Select inference application

scikit-learn Prediction

Select ML variables

Output Configuration

Output name

| Iog\st\c-regresswon-onnx-cutput|

CANCEL | ‘CREATE INFERENCE FLOW |

FIGURE 12: DATA INFERENCE FOR ONNX MODEL
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10. Repeat Steps 1-9to build inference for the PMML trained model that was uploaded in the
JUpload a modelj stage.

INFERENCE X

Inference flow name N

| logistic-regression-pmml-inference |

Select model

Model
QO TRAINED (® UPLOADED (O FORTANIX
|xg_rf_c\ass_mode\_pmm\_SBQ | v

Select input dataset

logistic-reg-dataset v] | v

Select inference application

m Prediction v

Select ML variables

uvwxly

Output Configuration

Output name

logistic-regression-pmml-output | =

CANCEL | CREATE INFERENCE FLOW |

FIGURE 13: DATA INFERENCE FOR PMML MODEL

11. Click RUN below the ONNX and PMML inference workflows to run the model and predict the

output.
@ Confidential A @ Confidential Al
[oe=r @ aks-nodepooll 15715158 mss000000 |
Data Preparation 002
Add Models
DATA INGESTION DATA PREPARATION ADD MODELS
Inference
Inference

logistic-regression-onnx-inference

[S—— ) scikivteam vedicson [ [———

K
v

Execution Log Last updated on Mar 28th 2022, 9:45 PM (3

-+, DOWNLOAD

FIGURE 14: RUN INFERENCE FOR ONNX MODEL
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@ Confidential Al

@ canfidential A1

Data Ingestion & aks-nodepooll-15215138-vmss000000 |
Data Preparation T
Add Models DATA INGESTION DATA PREPARATION ADD MODELS INFEREN
Inference

Inference

logistic-regression-pmml-inference

= - Sckit-aarm Predicton ) togitic-rogression-pmi-output

osv

RUN 4. DOWNLOAD

Execution Log

logistic-regression-onnx-inference

logisticreg-dataset seikitlearn Prediction logistic regression-onne-output
=]
Execution Log L d ith 2022 c C RUN AGAIN L. DOWNLOAD

FIGURE 15: RUN INFERENCE FOR PMML MODEL
12. If the model was executed successfully, you would see the status of the execution for ONNX
and PMML models under the Execution Log . Click the Execution Log link to view the log

details.

FIGURE 16: INFERENCE SUCCESS

14| Page Confidential












