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1.0 INTRODUCTION

Welcome to the Fortanix Data Security Manager (DSM) User Guide. This document describes the

steps to create a tokenization secret in Fortanix DSM.

2.0 DEFINITIONS

o Fortanix Data Security Manager -

Fortanix DSM is the cloud solution secured with Intel® SGX. With Fortanix DSM, you can
securely generate, store, and use cryptographic keys and certificates, as well as secrets, such
as passwords, APl keys, tokens, or any blob of data.

e Accounts -

A Fortanix DSM account is the top-level container for security objects managed by the Fortanix
DSM. An account is generally associated with an organization, rather than an individual.
Security objects, groups, and applications belong to exactly one account. Different accounts
are fully isolated from each other. See support for more information.

e Users-

Users are associated with an email address. A user can be a member of one or more accounts.

Depending on permissions, users can:
o Perform management operations like adding or modifying users or groups
o Create security objects
o Change properties of security objects

o Review logs of Fortanix DSM activity

& Users cannot perform cryptographic operations. Only applications can perform
cryptographic operations.

e Groups -

A group is a collection of security objects created by and accessible by users and applications

which belong to the group. The user who creates a group automatically gets assigned the role
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of the group administrator. You can add more users to the group in the role of administrators
or auditors. You can also add applications to the group to enable the applications to create

and use security objects in that group. See for more information.

Access policies are set at the group level, so all security objects in a group share the same
access policy. Any number of users and/or applications can be assigned to a group. Some

examples of usage of groups are given in the section.

Quorum policies can also be set at group level. A Quorum policy mandates that all security
sensitive operations in that group would require a quorum approval. Such operations include
using a key for cryptographic operations or deleting or updating a group. See

for more information.

Applications -

An application can use Fortanix DSM to generate, store, and use security objects, such as
cryptographic keys, certificates, or an arbitrary secret. Applications can authenticate to
Fortanix DSM using an API key (a secret token) or a TLS client certificate. An application can
interact with Fortanix DSM using the REST APIs or using the PKCS#11, JCE, or CNG providers.

See for more information.

Fortanix Data Security Manager Security Objects -

A security object is any datum stored in Fortanix DSM (for example a key, a certificate, a
password, or other security objects). Each security object is assigned to exactly one group.
users and applications assigned to the group have permission to see the security object and to

perform operations on it. See for more information.
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3.0 STEPS TO CREATE A TOKENIZATION SECRET
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Click the Fortanix DSM Groups tab, and create a new group called Tokenization (if the group

does not exist).

Dashboard

Croups

Apps

Security Objects

Plugins

Tasks

Audit Log

Settings

Dashboard

Croups

Apps

Security Objects

Plugins

Tasks

Audit Log

Settings

@ Tokenization

Bt . )
Ilill Fortanlx& == dmremi m Fortanix Demo ~

Tokenization / Groups

CROUPS EXTERNAL ROLES

Groups | @

All Groups Regular Groups [=) HSM/External KMS

DOWNLOAD CSsV

Name Users Plugins Apps Security Objects Created a Description

&

FIGURE 1: CREATE NEW GROUP FOR TOKENIZATION APP

iii Fortanix: Fa| TEEIEEREN o 9 Fortanix Demo v

Administrator

CROUPS EXTERNAL ROLES

Groups

Adding new group

Set a title for your new group
Example: SDKMS Team

Tokenization
You can change the title later

This would help you to identify groups in your system.

° LINK HSM/EXTERNAL KMS

& Add Group Quorum Policy

Quorum approval pelicy adds an extra level of protection to all objects in the group. All sensitive operations with keys and plugins
within the group will require approval according to the policy.

Ve ™~
i\ ADD QUORUM POLICY /]

o)

FIGURE 2: CREATE A GROUP
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2. Once the group is created, configure any of the policies for the group that are required by your
organization, such as the Quorum approval policy, Key undo policy (for sensitive key
operations), Cryptographic policy, and Key custodian policy.

iliiiFortanix‘ & Er:f:[:i:'m v []9 Fortanix Demo v
& Tokenization

Dashboard
UUID-  91cb99fa-8e5f-44b4-88f6-c8b11aacded6

(EEEs Activity chart v
Apps
INFO USERS (1) APPS @) SECURITY OBJECTS PLUGINS ) EXTERNAL ROLES m
——

° NEW APP o NEW PLUGIN o NEW USER

Plugins
2. Quorum approval policy ADD POLICY

Tasks

Quorum approval policy adds an extra level of protection to sensitive key operations

Audit Log

Settings Key undo policy ADD POLICY

The following sensitive key operations can be reversible until a certain period fixed by the user. after which the changes will become permanent.

« Change group
« Destroy Key, Delete key

+ Deactivate Key

« Mark a key as compromised

« Remove private key

= Remove sensitive key operations such as encrypt, decrypt, sign, verify etc.

Reversible Period Configuration
During this period, one or more sensitive action taken on a key will be active, however, will be reversible

{7} Cryptographic policy

FIGURE 3: CONFIGURE DSM PoLICY

3. Add a new “Tokenization App” to the Group.
a. Give it a name and select the API Interface (in the following example, the Rest APl is
used).
b. Select the Authentication Mechanism to be used by the application (in the example

below the API Key is used).
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Fortanix
& Tokenization

(No descrintion)

Dashboard
UUID:  91ch99fa-8e5f-44b4-88f6-c8b11aacde06

Croups

Activity chart
Apps

INFO USERS (1) APPS @) SECURITY OBJECTS
Security Objects (F—

@ Tokenization

Administrator

9 Fortanix Demo v

° SECURITY OBJECT

° NEW APP o NEW PLUCIN

o NEW USER

£% Quorum approval policy

Audit Log

Settings = Key undo policy

Change graup

Destroy Key, Delete key
Deactivate Key

Mark 2 key as compromised
Remove private key

Reversible Period Configuration

{1} Cryptographic policy

Quorum approval policy adds an extra level of protection to sensitive key operations.

Remove sensitive key operations such as encrypt, decrypt, sign, verify etc.

During this periad, one or more sensitive action taken on a key will be active, however, will be reversible

ADD POLICY

ADD POLICY

The following sensitive key operations can be reversible until a certain period fixed by the user, after which the changes will become permanent.

D POLICY

FIGURE 4: CREATE A TOKENIZATION APP

ii Fortanix:

Tokenization / Apps / New

8]
Dashboard

Croups

Apps

Apps

Security Objects

Adding new app

Agp name

Tokenization a
Plugins PP

@ Tokenization

Administrator

19 Fortanix Demo v

° ADD DESCRIPTION

Aaitieg Authentication method

SEHIERE O Ccertificate (O Trusted ca

Set app secret key size

OAuth

Assigning the new app to groups

& Tokenization EDIT CROUPS

o Google Service Account

Using OAuth users can authorize this 2pp to perform actions on their behalf

() JSON Web Token (O External Directory

FIGURE 5: SELECT API INTERFACE AND AUTHENTICATION MECHANISM
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4, Create a Tokenization Secret in the same group created in Step 7.

Administrator

'|iI'FOI'tanIX‘ @ Tokenization m Fortanix Demo v

& Tokenization

(No d on)

Dashboard
uuID:  91cb99fa-8e5f-44bd-88f6-c8b11aacde0s

CIEuEs Activity chart v
Apps

INFO USERS (1) APPS @) SECURITY OBJECTS PLUGINS (@ EXTERNAL ROLES @
Security Objects S —

° NEW APP

o NEW PLUGIN

° NEW USER

Plugins

Quorum approval policy ADD POLICY

Quorum approval policy adds an extra level of protection to sensitive key operations.

Audit Log

Settings =/ Key undo policy ADD POLICY

The following sensitive key operations can be reversible until a certain period fixed by the user. after which the changes will become permanent.

Change group
Destroy Key, Delete key
Deactivate Key

Mark a key as compromised
Remove private key

Remove sensitive key operations such as encrypt, decrypt, sign, verify etc.

Reversible Period Configuration

During this peried, ane or mere sensitive action taken on & key will be active, however, will be reversible

{7} Cryptographic policy

FIGURE 6: CREATE TOKENIZATION SECRET IN THE SAME GROUP

HH L] Tokenization :
i Fortanix: Sl (11 Foroanix Domo v

Tokenization / Security Objects / New

Dashboard =

Groups

Security Objects

Apps
Security Objects Add New Security Object

Security Object name

Tokenization secret o ADD DESCRIPTION

Plugins
9 This is an HSM/external KMS object (3

Assign to a group

Settings \

O IMPORT[% ] I (O GENERATE®

FIGURE 7: CREATE A TOKENIZATION SECRET
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In the Add New Security Object form

a. Select GENERATE to generate a tokenization secret.

b. Inthe Choose a type section, select the key type as “Tokenization”.

O IMPORT (O GENERATE®

Choose a type

Certain types may be disabled due to the cryptographic policy.

O aes O DEs3 O HMAC

O Rsa O Dsa O DEs O Ec (® Tokenization

FIGURE 8: GENERATE A TOKENIZATION OBJECT

c. Select the Data type to be tokenized.

e Email Address

Data type
@ CENERAL O IDENTIFICATION O MILITARY SERVICE O CUSTOM
NUMBERS (USA) NUMBERS (USA)
O creditcard QO s QO MEl O 1P Address (v4) (O Phone Number (USA) (O FaxNumber (UsA) O Date
Email Address abc @ company . com > @ Full token
L L]
FIGURE 9: TOKENIZE EMAIL ADDRESS
e Numbers
Data type
O CENERAL O IDENTIFICATION O MILITARY SERVICE @ CUSTOM
NUMBERS (USA) NUMBERS (USA)

Create your own token

O Alphanumeric O Characters O Hexadecimal

Numbers
Allow special characters Minimum value Maximum value T
0:1:2::3::4:5: {6 7890 1 —

Minimum length of token - 6, Maximum length of token - 100

FIGURE 10: TOKENIZE CUSTOM NUMBERS
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e Alphanumeric

Data type

® custoMm

O ceNERAL O  IDENTIFICATION O MILITARY SERVICE
NUMBERS (USA) NUMBERS (USA)

Create your own token

O Numbers @ Alphanumeric O Characters O Hexadecimal

Alphanumeric
Allow special characters ® Lowercase O uppercase (O Lowercase and uppercase

afibiiclddesfd. dgdhfifdjikgl: —

Minimum length of token - 6, Maximum length of token - 100

FIGURE 11: TOKENIZE ALPHANUMERIC CHARACTERS

d. Enter the key size and select the key operations.

e. Click GENERATE to generate the key.

Key size | 256 bits

For Tokenization only allowed values are 128, 192, 256

Key operations permitted (7

Certain operations may be disabled due to the cryptographic policy.

"% = TOKENIZATION, DETOKENIZATION, APPMANAGEABLE

Tokenize (2 Detokenize (D WrapKe UnwrapKe
eriveKe acGenerate acVerify App Manageable
g erif Agreeke Export @

Audit log

@ Keep detailed log for the object

SDKMS will keep a full audit log for this object. You can disable logging to increase performance.

/- '7‘\\
| CANCEL ) GENERATE
N A

FIGURE 12: KEY SIZE AND KEY OPERATIONS
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f.  You now have the Unique Identifier (UUID) of the Secret to be used by the Application to

reference the Tokenization Secret and perform the tokenization operations.

active

Tokenization secret o NEW OBIECT

UUID:  33f166e5-fbe2-4bc9-a243-1305hea5dd1al @ COPY UUID = & COPY URI

Activity chart v

INFO ATTRIBUTES/TAGS

® cnabled @

(No description) &

Activity Logs @ Last updated: 3:32 pm F DOWNLOAD LOGS
Type Tokenization = Size 256 bits KCV 86A280
Last used: November 12th 2021, 3:30:32 pm
Data type custom @ Keep detailed log for the object
Token pattern SDKMS will keep a full audit log for this object. You can disable logging to increase performance.
aijbijcidijeif g h jiikiil
User "nithya.ramakrishnan@fortanix.com" created key "Tokenization secre
1 t" Now12 2021 3:30:32 pm
Alphanumeric  Minimum & characters ~ Lowercase
Group

5, Tokenization
& CHANCE GROUP

FIGURE 13: KEY UUID TO PERFORM TOKENIZATION OPERATIONS

4.0 REFERENCES

Finally, to utilize the tokenization secrets using the RestAPI, please refer to the following webpage:

Tokenization as an APIl: A Walkthrough with Fortanix DSM SaaS.
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5.0 DOCUMENT INFORMATION

5.1 DOCUMENT UPDATES

This document will typically be updated on a periodic review and update cycle.

For any urgent document updates, please send an email to: support@fortanix.com

© 2016 - 2021 Fortanix, Inc. All Rights Reserved.
Fortanix® and the Fortanix logo are registered trademarks or trade names of Fortanix, Inc.

All other trademarks are the property of their respective owners.

NOTICE: This document was produced by Fortanix, Inc. (Fortanix) and contains information which is
proprietary and confidential to Fortanix. The document contains information that may be protected by
patents, copyrights, and/or other IP laws. If you are not the intended recipient of this material, please

destroy this document and inform info@fortanix.com immediately.
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