FORTANIX TECHNICAL DOCUMENTATION

i Fortanix:

User Guide

(0
- Fortanix , Inc. | 800 West EI Camino Real | Suite 180 | Mountain View, CA 9404 0 | United States of America | +1 (660) 943-2484 |

B info@fortanix.com | www.fortanix.com



mailto:info@fortanix.com
http://www.fortanix.com/

i i. . )
||I Fortanlx DATA SECURITY MANAGER SECURITY CONTROLS & KEY LIFECYCLE

TABLE OF CONTENTS

1.0 INTRODUGCTION ... i ettt e e et e e e e e ab e e e e e ea e e e e eeaan e e eesnaneas 3
2.0 DEFINITIONS . .. oot e et e e e e e e e e e enn e e e e ennnneerennaaeeeees 3
3.0 SECURITY OBJECT LIFECYCLE MANAGEMENT ..o 5
3.1 Y Tol U] Y@ o TT=T o A 1Y 01 PSR UESR 5

0 00 R [ T o T AR T =T ot U 11 A @ o] =T £ PP RPUPRPPPRPPN 5

3.12  Generate SECUILY ODJECIS .oiiiiiiiiiiiiie ittt e et e e a et e r e e e sk et e e aaee sbn e e e anne e e an b e e e nne e e e nnes 12
3.2 Security ODJECT OPEIALIONS  ....eiiiiiiiiie ittt e et e e e st et e e e st e e e e sabb e e e e sabe e e e e sbbeeeeabneeeeans 14
3.3 Security Object States DESCIPLIONS  ...veiiiiiiiiie ittt e e e st b e e e sbe e e e e sbreeessabeeeaeans 14
3.4 Security ObJeCt ACHVALION DAE  ......oiiiiiiiie ittt e st e e e e sab e e s sabe e e e e snbneeeeans 19
3.5 Security Object Deactivation DAt  .....cccoooiiii i —————— 20
3.6 Security Object AtIDULES/TAGS  .ooooii e ———— 21
3.7 L2V 0= 1110 o 23

3.7.1  Scheduling KEY ROTALION  ....eiiiiiiie ittt ettt et ekt et e et e e b e e e ek b e e e st et e e s £essne e e ebb e e e anreeennneeeatne s 28
4.0 DESTROY AND DELETE SECURITY OBJECTS ..ot e 31
4.1 Destroy and Delete SECUNity ODJECES  .....iiiuiiiiiiiiiiiiiiiiiiietiteieierarererararererererere e erererararererarsrsrsrsrsrnrnrnrnnns 32
5.0 PROGRAMMATIC MANAGEMENT OF SECURITY OBJECT STATES .......ccccc..c. 37
51 Creating a Security Object in Pre  -active SEALe .........cccooiiiiiiiiiiiiee e 37
5.2 Activating a Security object iN Pre -aCtiVe STate .........evi i 39
5.3 Creating/Updating a Security Object with a Deactivation Date  ........ccccccveeeeiiiiiiiieeeee e 40
5.4 Deactivating a Security Object in Pre  -active or ACtive State  .......ccccceveeiiiriiiieiiee e 41
55 Transitioning a Security Object to Compromised State ... 42
6.0 SECURITY CONTROLS FOR APPS THAT USE SE CURITY OBJECTS .................. 44
6.1 APP PEIMISSION LIST oottt ettt e e e e s re e e neneenneeans 44
6.2 Setting APP PEIMISSIONS  ...oiiiiiiiiieiie et e s e se e e s e s ene e s re e e neneenenees 45

l|Page Confidential



DATA SECURITY MANAGER SECURITY CONTROLS & KEY LIFECYCLE

6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10

6.11

7.0
7.1
7.2

7.3

i Fortanix:

Example of APP PeIrMISSIONS ...ttt st e e e rb e e 46
(G A B LT 11V 11T o O T PO PP UPPOTPPPN 48
GV = 1] oo TR A8 L 111 = o] o 11 o R PES 49
Enabling Audit Log Permission for AppliCatioNS ...cooiiiiiieicc e 49
(@ 180T (1 ¢ 1A o] 0] {01V 1SRRI 53
(@ 180T {1 41 = )13 SRR ESERRR 53
QUOTUM APPIOVAl STALUS  .oiiiiiiiei e r e e e e s s e e e e e e e s st e e e e e e e s s nataaeeraeeeeessnnrnnnereeeeeeannns 54
USBJE EXAMPIE .ot h bt e e bt e e h bt e e e e e a e e e b e e e e e 55
Legacy AP PIICALIONS . ..eeiiiiiiiii ettt et e et bt e e e st bt e e ek b e e e e et b e e e bn e e e anb e e anes 66
DOCUMENT INFORMATION ..ot e e e et e e e e e e e eaaaes 67
(Do Tol N[0 g [T o A I Tor= 11 (o] o IO RTPTRPP 67
DOCUMENT UPAALES ... ..ieiiiiiiiiiee ittt ettt e et e e e et e e e e b et e e e s nn e e e nnre e e e e nnre e e e ennes 67
REVISION HISTOMY  ..eeiiiiiiie e Error! Bookmark not defined.

2| Page Confidential



i Fortanix

DATA SECURITY MANAGER SECURITY CONTROLS & KEY LIFECYCLE

1.0 INTRODUCTION

Welcome to the Fortanix Data Security Manager (DSM) User Guide for Security Controls of Apps
and Security Objects . This document describes the Fortanix DSM Security Object Lifecycle
Management . It also contains the information related to:
1  Security controls around the security object such as:

0 Key rotation

o Deactivation

o Disabling and enabling keys.
91 Security controls for apps on us ing a security object such as:

0 Quorum control

0 App permissions.

2.0 DEFINITIONS

I Fortanix Data Security Manager -

Fortanix DSM is the cloud solution secured with Intel® SGX. With  Fortanix DSM, you can
securely generate, store, and use cryptographic keys and certificates, as well as secrets, such
as passwords, API keys, tokens, or any blob of data.

 Accounts -

A Fortanix DSM account is the top -level container for security objects managed by the  Fortanix
DSM. An account is generally associated with an organization, rather than an individual.
Security ob jects, groups, and applications belong to exactly one account. Different accounts

are fully isolated from each other. Seesupport for more information.

1 Users -

Users are associated with an email address. A user can be a member of one or more accounts.

Depending on permissions, users can:
o Perform management operations like adding or modifying users or groups

o Create security objects

3|Page Confidential


https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts

i ix
DATA SECURITY MANAGER SECURITY CONTROLS & KEY LIFECYCLE lll Fortanlx

4| Page

o Change properties of security objects

0 Review logs of Fortanix DSM activity

& Users cannot perform cryptographic operations. Only applications can perform

cryptographi c operations.

Group s -

A group is a collection of security objects created by and accessible by  users and applications
which belong to the group. The user who creates a group automatically gets assigned the role
of the group administrator. You can add more  users to the group in the role of administrators
or auditors. You can also add applications to the group to enable the applications to create

and use security objects in that group. See for more information.

Access policies are set at the group level, so all security objects in a group share the same
access policy. Any number of users and/or applications can be assigned to a group. Some

examples of usage of groups are given in  the section.

Quorum policies can also be set at group level. A Quorum policy  mandates that all security
sensitive operations in that group would require a quorum approval. Such operations include
using a key for cryptographic operations or deleting or updating a group. See

for more information.

Application s -

An application can use Fortanix DSM to generate, store, and use security objects, such as
cryptographic keys, certificates, or an arbitrary secret.  Applications can authenticate to
Fortanix DSM using an API key (a secret token) or a TLS client certificate. An application can
interact with Fortanix DSM using the REST APIs or using the PKCS#11, JCE, or CNG providers.

See for more information.

Fortanix Data Security Manager Security Objects z

A security object is any datum stored in  Fortanix DSM (for example a key, a certificate, a

password, or other security obj ects). Each security object is assigned to exactly one group.
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users and applications assigned to the group have permission to see the security object and to

perform operations on it.  See support for more information.

3.0 SECURITY OBJECT LIFECYCLE MANAGEMENT

Security objects (SO) in Fortanix DSM follow a lifecycle which is composed of a set of states in
which the object can be in. During the object A existence, the SO transitions from one state to
another , according to policies or events set by the user. The following diagram is a representation

of the SO lifecycle:

— Pre-active —_—

SO Creation———

e Active

disabled

Deactivated . Compromised

FIGURE 1: SECURITY OBJECT LIFECYCLE

3.1 SECURITY OBJECT TYPES

An SO can either be imported or generated in the Fortanix ~ DSM UI.

3.1.1 IMPORT SECURITY OBJECTS

To import a security object:

1. Inthe Fortanix DSM UlI, click the Security Objects tab and click the o button to add

a new security object.
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2. Enter a name for the security object and assign it to a n existing group or create a new

group. Refer to the Fortanix DSM Geliing Started guide  to learn how to create a new

group.

'|i|'F°rtan|xs p$ Administrator % newaccount w UE User1 v

Security Objects

Add New Security Object

Security Object name

| ecuriy Object2 o ADD DESCRIPTION
Assign to a group A security object can belong to only one group
Group2
Group1 -

| CREATE NEW GROUP |

@® IMPORT ‘ (O GCENERATE

Import Key from Component @

FIGURE 2: IMPORT SECURITY OBJECT

3. Click IMPORT to import a security object. To import a security object from a

component, refer to the article Key Components .

4. Choose a type of key to import and click UPLOAD A FILE to upload the key file .
5. Sometimes, keys of type AES, DES, DES3, DSA, or HMAC imported from a file are

already wrapped (encrypted) by a key from Fortanix ~ DSM. This is done so the key will
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not go over the TLS in plain text format. In such scenarios, select the check box The
key has been encrypted .

6. All valid DSA key sizes are allowed during import

7. The "Secret" object can be used to store and export keys of any format. For easy
identification, you can set any string to Attribute field while importing (optional). This
field will be st ored as an x-format custom attribute on  a secret object and will be

shown in the Info field when viewing the secret

You can also add t hese values from the detail view of a key in the ATTRIBUTES/TAGS

tab.

Demo Account

iii Fortanix: [g Demonc v (9 A User Fortanix «

@® IMPORT[X (O GENERATE®

Dashboard

Groups
Choose a type

S Certain types may be disabled due to the cryptographic policy.

O Ags O DES3 O HMAC (O OPAQUE

(O FRsA O Dsa O DES Q ec (O Certificate *

) The key has been encrypted
Plugins To import an encrypted key in a file or as a blob, select the corresponding KEK that was previously used to encrypt your target key.

Security Objects

Users

Tasks Place value here or import from file:

Audit Log Attribute:

Settings Choose value format: O Raw (O Bases4 (O Hex

FIGURE 3: SECRET ATTRIBUTE

8. Next, enter or select a Key ID or SO name in the Select Key Encryption Key section.
The selection will be used to unwrap (decrypt) the encrypted key in  the file and will
later be stored securely in Fortanix DSM. This key should have already been created or
imported in Fortanix DSM.

9. Click UPLOAD A FILE to upload the key file in Raw, Base64, or Hex format.
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(® IMPORT [¥ (O CENERATE® ‘

Choose a type

Certain types may be disabled due to the cryptographic policy.

O AES (O DES3 @® HMAC () OPAQUE

O Rsa O Dsa O DEs O Ec (O SECRET () Certificate

The key has been encrypted
To import an encrypted key in a file or as a blob, select the corresponding KEK that was previously used to encrypt your target key.

Place value here or import from file:

Choose value format: O Raw (@ Basesd (O Hex

UPLOAD A FILE

FIGURE 4: CHOOSE KEY TYPE

10. Select the permitted key operations and click IMPORT to import the key.

8| Page

Key operations permitted

Certain operations may be disabled due to the crypeographic poliy.

#3 ENCRYPT. DECRYPT. WRAPKEY, UNWRAPKEY, DERIVEKEY, MACGENERATE. MACVERIFY, EXPORT, APPMANAGEABLE

Encrypt @ Decrypt (7 Wrapkey (7 UnwrapKey (7
DeriveKey MacGenerate Macverify App Manageable
Export

Creating exportable Security Object can be unsafe

Audit log

@ Keep detailed log for the object

SDKMS will keep a full audie log for this object. You can disable logging to increase performance.

CANCEL IMPORT

FIGURE 5: IMPORT KEY

To store audit logs for the object in the group, enable the toggle for Keep detailed log for
the object . The initial state of the toggle is based on the parent  Crypto policy if any.

11. The key is successfully imported.

Confidential




i ix:
Illl Fortanlx DATA SECURITY MANAGER SECURITY CONTROLS & KEY LIFECYCLE

it [ Sy &  System Administration new account
i Fortanix B e v DD A v
testing main menu / Security Objects / Security_Object 2
v Security Object was successfully created X
&
= B Security_Object 2 o
& £ ROTATE KEY  Key rotation policy
® uuID:  7dc7da16-2708-4bca-9c65-729787350063 O COPY UUID ¥ COPY URI
@ Activity chart v
O]
INFO ATTRIBUTES. KEY ROTATION
—
5
@ Enabled @
@P (No description)
Activity Logs @ Last updated: 7:00 pm E DOWNLOAD LOGS
Type HMAC Size 256 bits
Last used: September 6th 2020, 7:00:38 pm
Group @ Keep detailed log for the object
SDKMS will keep full audit log for this object. You can disable logging and increase performance.
5 Group2

« User "faisal@fortanix.com" imported key "Security_Object 2" seps. 2020 7:00:38 m
Key operations permitted

: DERIVEKEY, MACGENERATE, MACVERIFY, EXPORT, APPMANAGEABLE

EDIT PERMISSIONS

FIGURE 6: KEY IMPORTED

Fortanix DSM also provides an ability to view SOso f t y p e indhe &lc This énpbles Fortanix
DSMto be used as a secret store. To view the secret object:
1. Gotothe detailed viewof a 3secretj object that was i mported

2. Inthe INFO tab, click the SHOW icon to show the value of the secret object.
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active deactivated

M Security Object 3

r@E Administrator % newaccount w I:IH User1 v

?ADD ANOTHER SECRET KEY

UUID:  471be8c3-7ch0-4cea-a695-292405adcd 11 COPY UUID & COPY URI

Object Value

Type SECRET = Size 1488 bits

Group

&, Group2

Key operations permitted
: EXPORT, APPMANAGEABLE

EDIT PERMISSIONS

Activity chart o
INFO ATTRIBUTES
@ Enabled @
(No description) &
Activity Logs G Last updated: 9:34 pm E DOWNLOAD LOGS

Lastused: June 8th 2020, 9:33:16 pm

@ Keep detailed log for the object

SDKMS will keep full audit log for this object. You can disable logging and increase performance.

« User "User1@fortanix.com” imported key "Security Object 3" junz 202093
16 pm

FIGURE 7: SHOW SECRET OBJECT VALUE

12. Th e 3 s @bject ¥alug will be displayed.
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B . i . '
i Fortanix: ,@E, Administrator ¥ newaccount w [B Userl v
pre-active active deactivared
——
?ADD ANOTHER SECRET KEY

B Security Object 3

)

UUID:  471be8c3-7cb0-4cea-a695-292405adcd 11 COPYUUID ¢ COPY URI

Activity chart

INFO ATTRIBUTES

5
B3
B

@® tnabled @

(No description) &

@

Activity Logs G Last updated: 9:36 pm E DOWNLOAD LOGS
Object Value &
© HIDE Last used: June 8th 2020, 9:33:16 pm

MIGHAZEAMBMGBYqGSM49AgEGCCqGSMAIAW A @ Keep detailed log for the object
EHBGOwaw|BAQQgCOyeT+njezau356x ; . ) ) .
mE8spVEbSINBUCK/Bh/sciOV/EGHRANCAARZZQ SDKMS will keep full audit log for this object. You can disable logging and increase performance.
TGalmo3SUi]1mVaSP3+tHEHDkg

d2XoGUE3fWwcI0ZGYBBNSKFo8VsopVVEILt/xv « User "User1@fortanix.com" imparted key "Security Object 3" juns 202053
+Simx+9GmNUIGIR/E 316 pm

Type SECRET -  Size 1488 bits

Group
5 Croup2

FIGURE 8: SECRET OBJECT VALUE
.NOTE: If a quorum policy isset inthegroupt o whi ch the J3seegethenttje obj ect

object value will not be displayed in the UI.

P * i T *
'|i|iF°rtan|xe f@t& Administrator ¥ newaccount w I:B User1 v

e-active active deac
——

?’ADD ANOTHER SECRET KEY
B Security Object 3

)

UUID:  471be8c3-7cb0-4cea-a695-292405adcd11 COPY UUID = ¢ COPY URI

E Activity chart o
@ INFO ATTRIBUTES
—
= @ Enabled ®
~
(No description) &
@ Activity Logs @ Last updated: 9:40 pm E DOWNLOAD LOGS
Type SECRET = Size 1488 bits
Last used: June 8th 2020, 9:36:30 pm
Group @ Keep detailed log for the object
SDKMS will keep full audit log for this object. You can disable logging and increase performance.
& Croup2 =
 User "User1@fortanix.com" retrieved object value for "Security Object
Key operations permitted 3" June 202052530 pm
= EXPORT, APPMANAGEABLE » User "User1@fortanix.com” imported key "Security Object 3" juns 202082

316pm

EDIT PERMISSIONS

FIGURE 9: OBJECT VALUE NOT SHOWN WITH QUORUM POLICY
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3.1.2 GENERATE SECURITY OBJECTS

To generate a security object:

1. Inthe Fortanix DSM UlI, click the Security Objects tab and click o button to add a
new security object.
2. Enter a name for the security object and assign it to an existing group or create a new

group. Refer to the Fortanix DSM Geiting Started guide  to learn how to create a new

group.

e v t ; W Eccou
'|iI'FOI'tanIX f@s Administrator % newaccount w I:E User 1 v

Security Objects

Add New Security Object

Security Object name

ecurity Object o ADD DESCRIPTION
ASSig ntoa group A security object can belong to only one group
Group2

Groupi

| CREATE NEW GROUP |

‘ QO IMPORT ‘ | (® GENERATE

FIGURE 10: GENERATE SECURITY OBJECT

3. Click GENERATE to generate a security object.

4. Choose a type of key to generate the key.

.NOTE: For DSA keysSubgroup Size i s t he si ze of qtoitg wheer a met

g Ois the parameter used in the generation of the DSA security object.
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5. Select the permitted key operations

Dashboard

Croups

Apps

Security Objects
ey

Users.

Plugins

Tasks

B AuditLog

Settings

Choose a type

Certain types may be disabled due to the cryprographic policy.

QO opes3 O HmAC
O rsa O Dbsa O DEs O ec O Tokenization &
Key size 256 ~ bits
For AES keys only allowed values are 128, 192, 256.
Key operations permitted )
Certain ope disabled due to the phic policy.

S553 ENCRYPT, DECRYPT, WRAPKEY. UNWRAPKEY, DERIVEKEY, MACGENERATE, MACVERIFY, APPMANAGEABLE

Encrypt @ Decrypt @ WrapKey @ UnwrapKey @

Derivekey @) MacGenerate () Macverify @ App Manageable @

Export @

Audit log

@ Keep detailed log for the object

SDKMS will keep a full audit log for this object. You ean disable logging to increase performance.

CANCEL

™
) CENERATE
/

for the object . The initial state of the toggle

FIGURE 11: KEY GENERATED

To store audit logs for the object in the group, enable the toggle for Keep detailed log

is based on the parent Crypto policy if any .

Dashboard
Groups

Apps

Security Objects
e

Users

Plugins

Tasks

Audit Log

Settings

Choose a type

Certain types may be disabled due to the cryptographic policy.

@® AEs QO DES3 O HMAC
QO RrsA QO Dsa QO DES O (O Tokenization @
Keysize 256 v bits

For AES keys only allowed values are 128, 192, 256,

Key operations permitted )

Certain operations may be disabled due to the cryprographic policy.

S512 ENCRYPT, DECRYPT, WRAPKEY, UNWRAPKEY, DERIVEKEY, MACGENERATE, MACVERIFY, APPMANAGEABLE

Encrypt @ Decrypt @ WrapKey @ UnwrapKey

Derivekey MacGenerate (3 Macverify @D App Manageable @

Export @

Audit log

I @ Keep detailed log for the object I

SDKMS will keep a full audit log for this object. You can disable logging

se performance.

CANCEL

CENERATE

FIGURE 12: ENABLE AUDIT LOG

7. Click GENERATE to generate the key. Afterwards, the key is successfully generated.
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3.2 SECURITY OBJECT OPERATIONS

The SO operations can be classified into the following two groups:

1 Process Operations : Verify, Decrypt, Unwrap Key, MacVerify.

1 Protect Operations : Sign, Encrypt, Wrapkey, Derivekey, M acGenerate, AgreeKey.

Key operations permitted

I35 ENCRYPT, DECRYPT, WRAPKEY, UNWRAPKEY, DERIVEKEY, MACGENERATE, MACVERIFY, APPMANAGEABLE
Encrypt @ Decrypt (@ WrapKey (&) UnwrapKey (2
DeriveKey (@ MacGenerate (2 Macverify (2 App Manageable @
Export (&

FIGURE 13: KEY OPERATIONS

. NOTE: The set of allowed operations that a SO can perform will depend on the initial SO

operations set by the user at creation time and the current state in which the SO is at.

3.3 SECURITY OBJECT STATES DESCRIPTIONS

1 Pre-active: When the Jactivation_date i field of a SO is set to a future date, then the SO A's
initial state wi | | PrebAetivel } s tWhénea.SO is in JPre Active | state, no cryptographic
operation can be performed with the SO.

1 fPre-active 0 to fiactive 0 transition : When the SO reaches the Jactivation  _date i, it will
automati cal | yActive ajn ssittaitoen. tNobotde t hat once the SO i :
backPreActivéd | st at e.

SOs created using the Fortanix DSM will set the Jactivation_date { to the current server

time sothey willaut omati cal |l y DbAstive i tsitaltiezed i n 3

T Active:When a SActives; isnt alt e it can beesand gedornf or al | pr o

cryptographic operations set by the user.

1 Enabled / Disabled sub-states: Whilean S O i #ctivenj J3s tthetuser can Enable/Disable §

the SO. When the SO is in JEnabled } s titzdn @erform all the cryptographic operations set
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by the user. When t heDis&led ij s stmt& the SO cannot perform

operation.

The transi t iEoabledbje tavisehied df st at es | &orang SGauseadah e .
make the transition between these states an arbitrary number of times. This operation can be
performed by (Epabledtji nfgi etlhde o3fruetih ¢ EhQa btfateedd) or 3
(Disabled).

active

key_test_1087112

C ROTATE KEY

=

uuID:  d7be3c93-ahce-40d5-8b8d-6e8f010a1953 U

Activity chart v

INFO ATTRIBUTES

@ Enabled @

(No description) &

Type AEs Size 256 bits

Group

L test

Key operations permitted
881 ENCRYPT, DECRYPT, WRAPKEY, UNWRAPKEY, DERIVEKEY, APPMANAGEABLE

EDIT PERMISSIONS

FIGURE 14: ENABLE/DISABLE SO

1 Active to deactivated transition : A security objectt r ansi t i datige jf rtoon 3

Jeactivated §j state for the following reasons:
0 When the ddeactivation_date i is reached, the SO will automatically transition to
Jeactivated § st at e. Note that once the SO is deacHt

JActive §j st ate.
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o0 The client calls the Revoke API (see Fortanix Data Security Manager AP reference ) for

the SO. If the Revoke APl is called, the server will automatically set the
Jdeactivation_date { to the current server time and the SO will transition to

Jeactiv atedj st ate. The Rmayalkode exgratad &dmithe nFortanix
DSM UL.

When a security object transitions to the JDeactivated § st ate it wibDidabledljso be s

sub-state. A user may change the SOsub-st at &€nabled j Jsee the Deactivatedf sert /i on

9 Deactivated : Whenan S O i Peactivated j s titadn@erform certain cryptographic

operations depending on its JEnabled/Disabled } sub-state:

o Enabled: The SO can perform 3Process Operationsij o

o Disabled: The SO cannot perform any cryptographic operation.
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FIGURE 15: SO DEACTIVATED STATE

Compromised transition: A security object t r an s i t Compremisédg Jst at e when t h

calls the Revoke API (see Fortanix Data Security Manager AP| reference ) for the SO and the

Jeasonj field in the r eGPMRROMISHDsal yoridnis Dasgaé&dcurityo 3

Manager AP |l reference) . The ¢l ient can optionally set a dat

it is not provided , the server will set the time to the time when the request is received.

Additionally, ausermay provide a J3revocation reasonj string

A SO can directComgpromsedpsst abr f oo anyComgrdmesedjst at e

state is final and cannot transition to any other state.
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