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1.0 INTRODUCTION 

Welcome to the Fortanix Data Security Manager (DSM)  User Guide  for Security Controls of Apps 

and Security Objects . This document  describes the Fortanix DSM Security Object  Lifecycle 

Management . It also contains the information related  to :  

¶ Security controls around the security  object such as: 

o Key rotation  

o Deactivation  

o Disabling and enabling keys.  

¶ Security controls for apps on us ing a security object  such as: 

o Quorum control  

o App permissions.  

2.0 DEFINITIONS 

¶ Fortanix Data Security Manager  - 

Fortanix DSM is the cloud solution secured with Intel® SGX. With Fortanix DSM, you can 

securely generate, store, and use cryptographic keys and certificates, as well as secrets, such 

as passwords, API keys, tokens, or any blob of data.  

¶ Accounts  - 

A Fortanix DSM account is the top -level container for security objects managed by the Fortanix 

DSM. An account is generally associated with an organization, rather than an individual. 

Security ob jects, groups, and applications belong to exactly one account. Different accounts 

are fully isolated from each other.  See support  for more information.  

¶ Users  - 

Users are associated with an email address. A user can be a member of one or more accounts.  

Depending on permissions, users can:  

o Perfo rm management operations like adding or modifying users or groups  

o Create security objects  

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
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o Change properties of security objects  

o Review logs of Fortanix DSM activity  

 Users cannot  perform cryptographic operations. Only applications can perform 

cryptographi c operations.  

¶ Group s - 

A group is a collection of security objects created by and accessible by users and applications 

which belong to the group. The user who creates a group automatically gets assigned the role 

of the group administrator. You can add more users to the group in the role of administrators 

or auditors. You can also add applications to the group to enable the applications to create 

and use security objects in that group.  See support  for more information.  

Access policies are set at the group level, so all security objects in a group share the same 

access policy. Any number of users and/or applications can be assigned to a group. Some 

examples of usage of groups are given in the Authorization  section . 

Quorum policies can also be set at group level. A Quorum policy mandates that all security 

sensitive operations in that group would require a quorum approval.  Such operations include 

using a key for cryptographic operations or deleting or updating a group.  See Quorum Policy  

for more information.  

¶ Application s -  

An application can use Fortanix DSM to generate, store, and use security objects, such as 

cryptographic keys, certificates, or an arbitrary secret. Applications can authenticate to 

Fortanix DSM using an API key (a secret token) or a TLS client certificate.  An application can 

interact with Fortanix DSM using the REST APIs or using the PKCS#11, JCE, or CNG providers. 

See support  for more information.  

¶ Fortanix Data Security Manager  Security Objects  ɀ  

A security object is any datum stored in Fortanix DSM (for example  a key, a certificate, a 

password, or other security obj ects). Each security object is assigned to exactly one group. 

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
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users and applications assigned to the group have permission to see the security object and to 

perform operations on it. See support  for more information.  

3.0 SECURITY OBJECT LIFECYCLE MANAGEMENT  

Security objects (SO) in Fortanix DSM follow a lifecycle which is composed of  a set of states in 

which the object can be in. During the object Ʌs existence , the SO transitions from one state to 

another , according to policies or events set by the user. The following diagram is a representation 

of the SO lifecycle:  

 

FIGURE 1: SECURITY OBJECT LIFECYCLE 

3.1 SECURITY OBJECT TYPES 

An SO can either be imported or generated in the Fortanix DSM UI.  

3.1.1 IMPORT SECURITY OBJECTS 

To import a security object:  

1. In the Fortanix DSM UI, click the Security Objects  tab and c lick the  button to add 

a new security object.  

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
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2. Enter a name for the security object  and assign it to a n existing  group  or create a new 

group. Refer to the Fortanix DSM Getting Started guide  to learn how to create a new 

group.  

 

FIGURE 2: IMPORT SECURITY OBJECT  

3. Click IMPORT to import a security object. To import a  security object  from a 

component,  refer to the article Key Components . 

4. Choose a type of key to import  and click UPLOAD A FILE  to upload the key file . 

5. Sometimes, keys of type AES, DES, DES3, DSA, or HMAC imported from a file are 

already wrapped (encrypted) by a key from Fortanix DSM. This is done so the key will 

https://support.fortanix.com/hc/en-us/articles/360015809372-Getting-Started-with-Fortanix-Data-Security-Manager
https://support.fortanix.com/hc/en-us/articles/360043559332-User-s-Guide-Key-Components
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not go over the TLS in plain text format. In such scenarios,  select the check box The 

key has  been encrypted . 

6. All valid DSA key sizes are allowed during import . 

7. The "Secret" object can be used to store and export keys of any format. For easy 

identification, you can set any string to Attribute field while importing (optional). This 

field will be st ored as  an x-format custom attribute on a secret object and will be 

shown in the Info field when viewing the secret .  

You can also add t hese values from the detail view of a key in the  ATTRIBUTES/TAGS  

tab.  

 

FIGURE 3: SECRET ATTRIBUTE  

8. Next , enter or select a Key ID or SO name in the Select Key Encryption Key  section . 

The selection  will be used to unwrap (decrypt) the encrypted key in  the  file and will 

later be stored securely in Fortanix DSM. This key should have already been created or 

imported in Fortanix DSM. 

9. Click UPLOAD A FILE  to upload the key file in Raw, Base64 , or Hex format.  
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FIGURE 4: CHOOSE KEY TYPE 

10. Select the permitted key operations and click IMPORT to import the key.   

 

                                                                                                    FIGURE 5: IMPORT KEY 

To store audit logs for the object in the group, enable the toggle for Keep detailed log for 

the object . The initial state of the toggle is based on the parent Crypto policy if any.  

11. The key is successfully imported.  
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FIGURE 6: KEY IMPORTED 

Fortanix DSM also provides an ability to view SOs of type Ɉsecretɉ in the UI.  This enables Fortanix 

DSM to be used as a secret store.  To view the secret object:  

1. Go to the detailed view of a Ɉsecretɉ object that was imported. 

2. In the INFO tab, click the SHOW icon to show the value of the secret object.  
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FIGURE 7: SHOW SECRET OBJECT VALUE  

12. The Ɉsecretɉ Object Value  will be displayed.  
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FIGURE 8: SECRET OBJECT VALUE  

 NOTE: If a quorum policy is set in the group to which the Ɉsecretɉ object belongs, then the 

object value will not be displayed in the UI.  

 

FIGURE 9: OBJECT VALUE NOT SHOWN WITH QUORUM POLICY  
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3.1.2 GENERATE SECURITY OBJECTS  

To generate a security object:  

1. In the Fortanix DSM UI, click the Security Objects  tab and click button to add a 

new security object.  

2. Enter a name for the security object and assign it to an existing group or create a new 

group. Refer to the Fortanix DSM Getting Started guide  to learn how to create a new 

group.  

 

FIGURE 10: GENERATE SECURITY OBJECT  

3. Click GENERATE to generate  a security object.  

4. Choose a type of key to generate  the key.   

 NOTE: For DSA keys Subgroup Size  is the size of the parameter in Ʉqô bits, where  

Ʉqô is the parameter used in the generation of the DSA security object.  

https://support.fortanix.com/hc/en-us/articles/360015809372-Getting-Started-with-Fortanix-Data-Security-Manager
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5. Select the permitted key operations .  

 

FIGURE 11: KEY GENERATED 

6. To store  audit logs for the object  in the group , enable the toggle for Keep detailed log 

for the object . The initial state of the toggle is based on the parent Crypto policy if any . 

 

                                                                                                   FIGURE 12: ENABLE AUDIT LOG 

7. Click GENERATE to generate the key. Afterwards, the key is successfully generated.  
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3.2 SECURITY OBJECT  OPERA TIONS 

The SO operations can be classified into the following two groups:  

¶ Process Operations : Verify, Decrypt, Unwrap Key, MacVerify.  

¶ Protect Operations : Sign, Encrypt, Wrapkey, Derivekey, M acGenerate, AgreeKey. 

 

FIGURE 13: KEY OPERATIONS 

 NOTE: The set of allowed operations that a SO can perform will depend on the initial SO 

operations set by the user  at creation time and the current state in which the SO is at.  

3.3 SECURITY OBJECT STATE S DESCRIPTIONS 

¶ Pre-active:  When the Ɉactivation_date ɉ field  of a SO is set to a future date, then the SO Ʌs 

initial state will be ɈPre Active ɉ state. When a SO is in ɈPre Active ɉ state , no cryptographic 

operation can be performed with the SO.  

¶ ñPre-activeò to ñactiveò transition : When the SO reaches the Ɉactivation _date ɉ, it will 

automatically transition to ɈActive ɉ state. Note that once the SO is active it cannot transition 

back to ɈPre Active ɉ state. 

SOs created using the Fortanix DSM will set the Ɉactivation_date ɉ to the current server 

time so they will  automatically be initialized in ɈActive ɉ state. 

¶ Active : When a SO is in ɈActive ɉ state it can be used for all processes and perform  

cryptographic operations set by the user . 

¶ Enabled / Disabled sub -states:  While an SO is in ɈActive ɉ state, the user  can ɈEnable/Disableɉ 

the SO. When the SO is in ɈEnabled ɉ state, it can perform all the cryptographic operations set 
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by the user. When the SO is in ɈDisabled ɉ state the SO cannot perform any cryptographic 

operation.  

The transition between ɈEnabled ɉ and ɈDisable dɉ states is reversable. For any SO, a user  can 

make the transition between these states an arbitrary  number of times. This operation can be 

performed by updating the ɈEnabled ɉ field of the SO to Ɉtrue ɉ (Enabled) or Ɉfalse ɉ 

(Disabled). 

 

FIGURE 14: ENABLE /DISABLE SO 

¶ Active to deactivated transition : A security object  transitions from ɈActive ɉ to 

ɈDeactivated ɉ state for the following reasons: 

o When the Ɉdeactivation_date ɉ is reached , the SO will automatically transition to 

ɈDeactivated ɉ state. Note that once the SO is deactivated it cannot transition back to 

ɈActive ɉ state. 
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o The client calls the Revoke API (see Fortanix Data Security Manager API reference ) for 

the SO. If the Revoke API is called, the server will automatically set the 

Ɉdeactivation_date ɉ to the current server time and the SO will transition to 

ɈDeactiv ated ɉ state. The Revoke operation may also  be executed from the Fortanix 

DSM UI. 

When a security object  transitions to  the  ɈDeactivated ɉ state it will also be set to ɈDisabled ɉ 

sub-state.  A user  may change the SO sub -state to ɈEnabled ɉ (see the ɈDeactivated ɉ section). 

¶ Deactivated : When an SO is in ɈDeactivated ɉ state, it can perform certain cryptographic 

operations depending on its ɈEnabled/Disabled ɉ sub-state:  

o Enabled: The SO can perform ɈProcess Operationsɉ only. 

o Disabled: The SO cannot perform any cryptographic operation.  

https://fortanix.com/api/sdkms/
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FIGURE 15: SO DEACTIVATED STATE 

¶ Compromised transition: A security object transitions to ɈCompromised ɉ state when the client 

calls the Revoke API (see Fortanix Data Security Manager API reference ) for the SO and the 

Ɉreason ɉ field in the request body is set to ɈCOMPROMISEDɉ (see Fortanix Data Security 

Manager AP I reference). The client can optionally set a date for the Ɉcompromised dateɉ and if 

it is not provided , the server will set the time to the time when the request is received. 

Additionally, a user  may provide a Ɉrevocation reasonɉ string for audit purposes. 

A SO can directly transition to ɈCompromised ɉ state from any other state. The ɈCompromised ɉ 

state is final and cannot transition to any other state.  

https://fortanix.com/api/sdkms/
https://fortanix.com/api/sdkms/
https://fortanix.com/api/sdkms/





































































































