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1.0 INTRODUCTION 

This article describes how to get started with Fortanix Data Security Manager (DSM). It also 

contains the information that a User needs to perform the below operations in Fortanix DSM: 

• Sign up and create an account in Fortanix DSM 

• Create a group  

• Add an application to a group 

• Add Users to a group 

• Copy the API key of an application 

 

2.0 FORTANIX DATA SECURITY MANAGER WALKTHROUGH  

Fortanix DSM UI helps new Users navigate through the right places in the interface and grasp the 

steps quickly and effectively. The Fortanix DSM walkthrough seamlessly fits into the background 

and only provides assistance exactly when needed. They appear as a tooltip that highlight 

elements on the UI that prompts the user to take an action. The walkthrough is optional, and a 

user can choose to skip the tutorial if they are comfortable using the UI. 

  

FIGURE 1: DSM WALKTHROUGH BUTTON 
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FIGURE 2: DSM WALKTHROUGH                                                                                                                               

To enable guided tour: 

1. Click the Walkthrough  button on the left panel (Figure 1). 
 

2. In the tooltip, click WALK ME THROUGH link. 

 
FIGURE 3: ENABLE WALKTHROUGH 

3. Guided walkthrough is now enabled. 
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FIGURE 4: WALKTHROUGH ENABLED 

 

3.0 PREREQUISITES 

• Sign up at https://sdkms.fortanix.com  

• Minimum 3 Fortanix FX2200 appliances 

 

4.0 DEFINITIONS 

• Fortanix Data Security Manager 

Fortanix DSM is the cloud solution secured with Intel® SGX. With Fortanix DSM, you can 

securely generate, store, and use cryptographic keys and certificates, as well as secrets, such 

as passwords, API keys, tokens, or any blob of data. 

• Accounts - 

An Fortanix DSM account is the top-level container for security objects managed by Fortanix 

DSM. An account is generally associated with an organization, rather than an individual. 

Security objects, groups, and applications belong to exactly one account. Different accounts 

are fully isolated from each other. See support for more information. 

https://sdkms.fortanix.com/
https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
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• Users - 

Users are associated with an email address. A user can be a member of one or more accounts.  

Depending on permissions, users can: 

o Perform management operations like adding or modifying users or groups 

o Create security objects 

o Change properties of security objects 

o Review logs of SDKMS activity 

o Users are not able to perform cryptographic operations. Only applications can perform 

cryptographic operations. 

• Groups - 

A group is a collection of security objects created by and accessible by users and applications 

which belong to the group. The user who creates a group automatically gets assigned the role 

of the group administrator. You can add more users to the group in the role of administrators 

or auditors. You can also add applications to the group to enable the applications to create 

and use security objects in that group. See support for more information. 

Access policies are set at the group level, so all security objects in a group share the same 

access policy. Any number of users and/or applications can be assigned to a group. Some 

examples of usage of groups are given in Authorization. 

Quorum policies can also be set at group level. A Quorum policy mandates that all security 

sensitive operations in that group would require a quorum approval. Such operations include 

using a key for cryptographic operations or deleting or updating a group. See Quorum Policy 

for more information. 

• Applications -  

An application can use Fortanix DSM to generate, store, and use security objects, such as 

cryptographic keys, certificates, or an arbitrary secret. Applications can authenticate to 

Fortanix DSM using an API key (a secret token) or a TLS client certificate. An application can 

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
https://support.fortanix.com/hc/en-us/articles/360015941292-Authorization
https://support.fortanix.com/hc/en-us/articles/360016047771-User-s-guide-Quorum-Policy
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interact with Fortanix DSM using the REST APIs or using the PKCS#11, JCE, or CNG providers. 

See support for more information. 

• Security Objects –  

A security object is any datum stored in Fortanix DSM (for example a key, a certificate, a 

password, or other security objects). Each security object is assigned to exactly one group. 

Users and applications assigned to the group have permission to see the security object and to 

perform operations on it. See support for more information.  

5.0 USING FORTANIX DATA SECURITY MANAGER  

5.1 CREATE AN ACCOUNT 

1. The first step to getting started with Fortanix DSM is to sign up at the URL 

https://sdkms.fortanix.com.  

2. Once you sign up, use your credentials to log in to Fortanix DSM (Figure 5). This is the default 

method of authentication without SSO. 

 NOTE: You can also configure your account to authenticate using different authentication 

methods such as LDAP Server, Active Directory and other types of SSO, thus creating multiple 

accounts with different authentication methods.  

 

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
https://sdkms.fortanix.com/
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FIGURE 5: LOGGING IN 

3. Create a new account or accept an invitation to join another account. 

 

FIGURE 6: CREATE/USE EXISTING ACCOUNT 

Once you enter an account, you will be taken to a Dashboard view that shows you a high-level 

view of your system. 

The top section of the dashboard shows the top five groups and their activities. As an 

administrator you can see the top 5 applications which are most active and how many operations 

they are doing.  
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The bottom section of the dashboard shows various cards that tells you how many Groups, 

Security Objects, Apps, Plugins and Users are present for this account. 

 
FIGURE 7: DASHBOARD VIEW 

After creating an account, you can view and manage groups, users, applications, and security 

objects belonging to the account.  

For details on how to delete or disable an account click here. 

5.2 CREATE A GROUP 

If you have created a new account, use the following steps to create your first group and 

application in Fortanix DSM. 

1. To create a group, click the Group  tab on the left panel of the Fortanix DSM interface. 

https://support.fortanix.com/hc/en-us/articles/360052144312#1.WhatFortanixSelf-DefendingKMSaccountsdoIhavebydefaultandhowdoIdeleteordisablethem?
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FIGURE 8: CREATE GROUP 

2. Click the Create  button to start the process of creating a new group. Enter the following 

details: 

a. Enter a title for your group (required) 

b. Enter a short description for the group (required) 

c. Optionally add a quorum policy for the group. See Quorum Policy for more 

information. 

3. Click Save to complete creating a new group. 

 
 

FIGURE 9: ENTER GROUP DETAILS 

5.3 ADD AN APPLICATION TO GROUP 

There are many ways to add a new app to a group (for example: Test Group) 

https://support.fortanix.com/hc/en-us/articles/360016047771-User-s-guide-Quorum-Policy
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i. Using the Apps tab in the Fortanix DSM left panel (Figure 10). 

 

FIGURE 10: ADD NEW APPLICATION 
 Or 

ii. Using the ADD NEW APP button in the detailed view of a group (for example: Test Group) 

Figure 11. 

 

FIGURE 11: ADD NEW APPLICATION 

1. Enter the following details to add an app to a group: 

a. Name of your application (required), for example: Test Application. 
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b. Interface supported by the application. Fortanix DSM currently provides PKCS#11, KMIP, 

JCE, Microsoft CAPI and CNG interfaces, a RESTful interface, and a command-line client. 

c. A short description of the application. 

d. Type of the application. You can choose any one of the application types supported and 

tested by Fortanix DSM (such as NGINX, Apache, and so on), or leave this empty if it is a 

custom application. 

e. A certificate to authenticate the application. If no certificate is provided, Fortanix DSM will 

generate an API key that the application can use for authentication. You can also set a 

secret key size for the application using the Set app secret key size link. 

f. Enable OAuth to authorize the application to perform crypto and key management 

operations on behalf of the User in groups that the User has administrator role. 

 
FIGURE 12: APPLICATION DETAILS 

 

2. Click Save to save the application. The application Test Application is now successfully added 

to the group Test Group. 
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FIGURE 13: APPLICATION ADDED 

3. Click EDIT GROUPS to associate the application with more than one group. The User has an 

option to either create a new group for association or search from a list of existing groups. 

 
FIGURE 14: GROUP ASSOCIATION 

4. Click SAVE CHANGES to save the updates to the application. 
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5. The User also has the option to delete an application using the DELETE APP button (Figure 

13). 

5.4 ADD USERS TO GROUP 

A User who creates a group automatically gets assigned the role of the group administrator. You 

can add more Users to a group in the role of administrators, auditors, or members. These roles 

may be assigned at either the account or group level. For more information about Authorization, 

see the Fortanix authorization support page. 

There are two ways to add Users to a group. 

i. To add Users to a group, switch to the detailed view of a group (for example: Test Group) 

Figure 15.  

 

FIGURE 15: SELECT GROUP 

ii. Click the NEW USER button in the detailed view of a group. 

https://support.fortanix.com/hc/en-us/articles/360015941292-Authorization#Accountadministration
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FIGURE 16: ADD USERS TO TEST GROUP 

1. Enter the following details to add a new User to a group. 

a. User’s email address (required). 

b. A role (Team member, Account admin, Auditor) you would like to assign to the User. 

c. User’s name. 

d. Click INVITE to send an email invitation to the User to join this group. 

 
FIGURE 17: ADD USER TO GROUP 

 

e. The User is now invited to the group with the status as pending invitation. (Figure 18). 
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FIGURE 18: USER ADDED TO TEST GROUP 

2. If you want to delete the User, click the DELETE USER button. 

5.5 COPY API KEY 

Once an application has been added, you can either use the API key or the certificate to 

authenticate the application to Fortanix DSM and start making calls to do cryptographic 

operations. 

There are two ways to copy the API key of an application: 

i. Using the detailed view of an application. 
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FIGURE 19: COPY API KEY 

 
Or 

ii. From the Apps table in the Fortanix DSM Apps tab. 

 

FIGURE 20: COPY API KEY 

 To copy the API key: 

1. Click COPY API KEY button (Figure 20). 

2. In the API KEY tab, click COPY API KEY button to copy the API key to the clipboard. 
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                                                FIGURE 21: COPY API KEY 

 

6.0 REFERENCES 

1. Fortanix DSM Concepts 

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts  

2. Fortanix DSM Authorization  

https://support.fortanix.com/hc/en-us/articles/360033005052-User-s-Guide-Authorization   

https://support.fortanix.com/hc/en-us/articles/360016160251-Concepts
https://support.fortanix.com/hc/en-us/articles/360033005052-User-s-Guide-Authorization
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7.0 DOCUMENT INFORMATION 

7.1 DOCUMENT LOCATION 

The latest published version of this document is located at the URL: 

https://support.fortanix.com/hc/en-us/articles/360015809372-Getting-Started-with-Fortanix-Data-

Security-Manager  

7.2 DOCUMENT UPDATES 

This document will typically be updated on a periodic review and update cycle.   

For any urgent document updates, please send an email to: support@fortanix.com  
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