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1.0 INTRODUCTION

This document is a step-by-step guide to implement Microsoft SQL Transparent Data Encryption

(TDE) using the Fortanix DSM.

ol NOTE: Ensure that you have performed the steps from Data Security Manager with MSSQL TDE

Integration Guide - Before You Begin Guide.

2.0 ENABLING SQL FEATURES

Run the following commands if Extensible Key Management (EKM) is not supported or enabled in

the SQL Server Edition:

sp_configure 'show advanced',6 1

GO

RECONFIGURE

GO

sp_configure 'EKM provider enabled', 1
GO

RECONFIGURE

GO

e R VS VA 3D M 501 Queryd.sql - M...1T7\MSSQL2017 (53))*
sp_configure 'show advanced', 1

GO

RECONFIGURE

GO

sp_configure 'EKM provider enabled', 1
GO

RECONFIGURE

GO

150% -

E Messages
Cconfiguration coption 'show advanced options' changed from 0 to 1. Run the RECONFIGURE statemen'+

Configuration option 'EKM provider enabled' changed from 0 to 1. Run the RECONFIGURE statement

[k

-

150% - 4 »

0 Query executed successfully. MSSQL2017 (14.0 RTM) | MSSQL201TAMSSQL2077 (61) | MSSQOLLAE | 00:00:00 0 rows

FIGURE 1: RUN COMMANDS FOR ERROR SCENARIO
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3.0 CREATING CRYPTOGRAPHIC PROVIDER

Run the following commands to use the correct location of the EKM DLL:

CREATE CRYPTOGRAPHIC PROVIDER EKM Prov
FROM FILE = 'C:\Program Files\Fortanix\KmsClient\FortanixKmsEkmProvi
der.dll' ;
GO
Where,

e EKM Prov refers to the name of the provider defined by the user.

|l

SOLQueryB.sql - M...17\MSSQL20T7 (61))* SOLQueryd.sql - M. IT\MSSQL20MT (53))° + X
—|CREATE CRYPTOGRAPHIC PROVIDER EKM_Prov
FROM FILE = 'C:\Program Files\Fortanix\KmsClient\FortanixKmsEkmProvider.dll' ;

GO

150% - 4

E]i Messages
Commands completed suckessfully.

150 % -

MSSQL2017 (14.0 RTM) | MSSQL201AMSSQL2017 (53) | MSSQLLAB | 00:00:00 | 0 rows

@ Query executed successfully.
- _ _ _ ________ ___ ____________________________________________|

FIGURE 2: CREATE CRYPTOGRAPHIC PROVIDER
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4.0

CREATING CREDENTIALS (SYSADMIN)

This section describes the steps to create the credentials to generate the Master Encryption Key

(MEK) on the Fortanix DSM using the SQL administrator.

The SQL administrator requires permission to connect to Fortanix DSM to generate the key.

1.

2.

4|Page

Perform the following steps to get the API key:
a.
b.
c. Click COPY API KEY to copy the API key of your application and then paste the DSM API key

Log in to the Fortanix DSM.

From the Ul left panel, click the Apps tab.

as the value for the SECRET parameter in the next command.

B MS-SQL Demo derussrestan
UUID:  e1893d42-ed10-4995-b464-d7df7e851dcé [

Activity chart v

INFO SECURITY OBJECTS USAGE

@ Enabled @

(No description)

Activity Logs e Last updated: 12:28 pm

ast login Never

APl Key

SDK provides tools, compilers, headers, libraries, code samples, and a e

COPY API KEY ¢

Change authentica

w help system that developers can use to create spplications.
.7 REGENERATE )

tion method v

Groups

MS-5QLDemo Defauigrous

EDIT GROUPS
OAuth
Jsing O rform
Allowed |P-addresses
Al EDIT

Developer Resources

DSM developer resources provides librarie: with DSM. Click on the
res age.

following link to visit DSM resour

s, example code and documentation that developers can use to integrate their applications

& DSM Resources

& hpplication Specific Resources

FIGURE 3: CoPY API KEY

Run the following commands to create a credential using the copied APl key in your SQL

Server Studio that will be used by the system administrators:

CREATE CREDENTIAL sa ekm tde cred
WITH IDENTITY = 'Tdentityl',

SECRET = '<DSM API KEY>'
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FOR CRYPTOGRAPHIC PROVIDER EKM Prov ;
GO

SaLquenTsa - M. nwssar 63+ < IR

CREATE CREDENTIAL sa_ekm_tde_cred +
WITH IDENTITY = 'Identityl’, A I
SECRET = 'NTEyMDImN2QtNTkyMieezZDdhLTgemMDUtODg1MTYzYmYxZDhi01Q2N3FaU2IGdFUWRDRVZIWtKdXNC
FOR CRYPTOGRAPHIC PROVIDER EKM_Prov ; ]

o

m

150% -4 3

B Messages E
Commands completed successfully. -

150% -
O Query executed successfully. MSS0L20T7 (14.0 RTM)  MSS5QL20TAMSSQL20T7 (53)  MSSCQLLAB | 00:00:00 | O rows

FIGURE 4: CREATE CREDENTIAL

3. Add the credential to a high privileged user such as your own domain login in the

format [DOMAIN\login]:

ALTER LOGIN "<Domain>\Administrator"
ADD CREDENTIAL "sa ekm tde cred";
GO

Run the following commands in case there is no domain, and the machine is part of a

workgroup or standalone:

ALTER LOGIN "LOCALHOST\Administrator"
ADD CREDENTIAL "sa ekm tde cred";
GO
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SOLQuery10.sql -... TAMSSQL2017 (B3))* & X

s

Comnect~ ¥ ¥ o+ [IALTER LOGIN MSSQL2017|
& @ MSSQL2017 (SOL Server 14.0.3238.1 - MSSQL2017\MSSQL2017) LADD CREDENTIAL "sa_ekm_tde_cred";
=] Databases GO
System Databases
Database Snapshots
@ MsSSOLLAB
Security
Server Objects
Replication
PolyBase
Always On High Availability
Management S o
Integration Services Catalogs
3B 501 Server Agent Bl Messages
XEvent Profiler Commands completed successfully.
150% ~
oQueryExecuied successfully. MSSQL2017 (14.0RTM)  MSSQL2017AMSSQL2017 (63) ' master  00:00:00 0 rows
Output >
e e Dbug - | | =
Auto-attach to process '[3388] [SQL] MSSQL2017' on machine 'MSSQL2@17' succeeded. -
The thread 'MS5QL2@17 [63]' (@x126@) has exited with code @ (@x@).
The thread 'MSSQL2@17 [65]' (@x17b4) has exited with code @ (@x@).
The thread 'MSSQL2817 [65]' (@x11b8) has exited with code @ (8x8).
The thread 'MSSQL2@17 [63]' (@x126@) has exited with code @ (8x8).
The program '[3308] [SQL] MSSQL2@17: MSSQL2817' has exited with code © (@8x8).
FIGURE 5: COMMAND FOR NO DOMAIN
If you are not an administrator and hence unable to alter the login, open the Object
Explorer and map the credentials as shown in the following image:
[E)2.52.172.32.101 (ms2014ent) [E)3. 52172150264 (MSSQL2017) @
3 Detachtab @, Toggescaing 1] Fulsoeen (& Fittowndowsize %, Setcomnectionpessword  § Hdebar ) Discomnect
a SQLQuery15.sql - SQL2 (SQL2 P (58))* - Microsoft SQL Server Studio ini a
File Edt View Project Debug Tooks Window Help
P S @] ANy (555 D] & G A9 - - S [ i) . 8
mastes |t Beecate b Dby ® o 30 9 G| TTHY | QO & s
[Object Explorer >0 x S.p gin Prope saL2 P -0
Connect~ 3/ %) u [ ].4 ALTER LOGIN "SQL2014Entery = 2 F Current connection parsmeters .
0L 2014Enterpr (SQL Server 12.0.6320.1 - SQL A 2‘“"‘""”"‘ s0_ckn_tde ot bind Rl
Databases
) Socrty Lognnane [Eocziicer oo I .
02 Loges i
MS_PolicyEventProcessinglogir =
8, #2MS_PolicyTsqlbxecutionlogin®s

A NT AUTHORITV\SYSTEM

A NT Service\MSSQLSERVER

& NT Service\SQLIsaSExtensionQuery
A NT SERVICE\SQLSERVERAGENT
A NTSERVICE\SQLWriter

A& NT SERVICE\Winmgmt

C] Specfy old password

A i
A& SQL2014Enterprims201dent
(23 Server Roles
(23 Credentials
85 sa_ekm_tde_cred I i
(23 Cryptographic Providers ) Map to Gredertial = =
&, EXM_Prov
£, EKM RN
@ Audits m"&' Mapped Credentials r
(3 Server Audit Specifications DAY
3 Server Objects gma %
3 Replication 0% <|¢ temr 20 dert
AlwaysOn High Availability i 9} Miew cornaction propertes
g ) Query completed with emors. g 201de... master | 03:00:00 Orows
S Seec

Show output from: | Debug -
Auto-attach to process '([2936] [5QL] SQL261aEnterpr’ on machine 'S| B
The thread 'SQL2014Enterpr [S5)' (Oxdde) hes exited with code @ (@f EURR I omos

The thread 'SQL2014Enterpr [55]° (Ox4dc) has exited with code @ (of
The program '[2936] [SQL] SQL2@14Enterpr: SQL2014Enterpr' has exit

Ready

Defeut detsbene master

Name
The name of the connection.

L P e ) v [ ] "REE s

FIGURE 6: MAP CREDENTIALS
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5.0 CREATING ASYMMETRIC KEYS (MEK)

The MSSQL admin has the credentials associated with creating the Master Encryption Key (MEK)
on Fortanix DSM. This section describes the steps to create the asymmetric keys.

Run the following commands to create an asymmetric key stored inside the EKM provider:

USE master;

GO

CREATE ASYMMETRIC KEY ekm login key
FROM PROVIDER [EKM Prov]

WITH ALGORITHM = RSA 2048,
PROVIDER KEY NAME = 'SQL Server Key';
GO

Where,
e ckm login_ key refers to the master key alias on the MSSQL database.
e EKM Prov refers to the Fortanix EKM Provider.

e SQL server Key refers to the key created on the Fortanix DSM.

»

process.

NOTE: It is recommended to add versions to the Fortanix DSM keys for an easier key rotation

For example:

USE master;

GO

CREATE ASYMMETRIC KEY ekm login key vl
FROM PROVIDER [EKM_Prov]

WITH ALGORITHM = RSA 2048,
PROVIDER KEY NAME = 'SQL Server Key vl';
GO

7|Page
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e SQLQuery11.sgl - SQL20T4Enterpr.master (SQL2014Enterprims2014ent (55))* - Mi SQL Server Studio (Admini: )
File Edit View Query Project Debug Tools Window Help

Pl el G @ ANewney Dy FR LT[ K B9 - - P b [ JFEEE-.

T e — - T R e -

SQLDuEryﬂ.sq\-5...rpr\msl(ﬂ4er|t [E)RIP SO Query20.5q] - S...rprims2014ent (61)) S0LQuery19. ms201dent (56))°  SOL 8. .rpiims2071dent (60))
Connect~ % 3J m T (2] .5 USE master ;

GO
EICREATE ASYMMETRIC KEY ekm_login_key
FROM PROVIDER EKM Prov

= [} SQL2014Enterpr (SOL Server 12.0.632 ~
= [ Databases

= [ System Databases WITH ALGORITHM = RSA_2848,
@ [ master PROVIDER KEY NAME = 'FORTANIX' ; g
@ (3 model ]
= [J msdb
= [J tempdb
# [ Database Snapshots _
& [J employee =
e \J ENCRYPTION KEY
= 3 Security 4
2 B3 Logins W% < >
&, ##MS_PolicyEventProces |12 Messages
&y #2#M5_PolicyTsqlExecutic Command(s) completed successfully A

A NT AUTHORITASYSTEM
A NT Service\MSSQLSERVE
A NT Service\SQLlaaSExten
A NT SERVICE\SQLSERVERZ
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt

& sa
A SQL2014Enterprims201de v
@ 3 Server Roles 00% << ?
= [ Credential
< ‘ﬂ. S > (@ Query executed successfully. SQL2014Enterpr (12.05P3) | SQL2014Enterprims2014e... master  00:00:01 0 rows

Output 1
Show output from: | Debug @@ | x|@=

Auto-attach to process '[2936] [SOL] 5QL2@14Enterpr' on machine 'SQL2@14Enterpr’ succesded. B
The thread 'SQL2@14Enterpr [55]' (@xddc) has exited with code @ (@x@).

The thread 'SQL2@14Enterpr [55]' (@x4dc) has exited with code @ (@x8).

The program '[2936] [SQL] SQL2@14Enterpr: SQL2@14Enterpr’ has exited with code @ (@x@). =

FIGURE 7: CREATE ASYMMETRIC KEY

6.0 CREATING CREDENTIALS (DB ENGINE)

Run the following commands to create a credential that will be used by the database engine:

USE master;

CREATE CREDENTIAL ekm_tde_cred

WITH IDENTITY = 'Identity2',

SECRET = '<DSM API KEY>'

FOR CRYPTOGRAPHIC PROVIDER EKM Prov;

Where,
e ckm tde cred refers to the name of the credentials.
e TIdentity2 refers to the identity name. The value can be any name.
e EKM Prov refers to the Fortanix EKM Provider.
e SECRET refers to the Fortanix DSM API Key. Refer to the “Section 4- Creating Credentials

(SysAdmin)” to get the DSM API Key.

8|Page
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e SQLQuery16.sql - SQL2014Enterpr.master (SQL2014Enterpr\ms2014ent (59))* - Mi SQL Server Studio ini )
File Edit View Query Project Debug Tools Window Help
{3 S | I NewQuey BG4 B9 - 25 &  ||[[IFRE-.
L || P Eeate PO = 00 5 |7 E[3550] = 2 i
SIQLDusryTE‘sqIV5..‘rpr\m52014snt 59 x B SQLQueryl )1dent (61))*
Connect~ 2 2 m T [Z] .5 CIUSE master ; £
= i ~ICREATE CREDENTIAL ekm_tde_cred ~
= [} SOL2014Enterpr (SOL Server 12,0632 A WITH TORNTITY - TdenEityd |
= [ Databases SECRET = 'NTEYMDImNZQENTKyMLG0ZDAhLTEaMDULODGLHTY 2 YmYxZDhi0102N5Fal2 J6dFUWRDRYZIEKAXNOZXg4any FYWUANUG3 CHiE 3L XRpQdBHDRY R GSF 9u CUB4OFTINL hGSHEAQUNGADRmCHVKA
= [ System Databases FOR CRYPTOGRAPHIC PROVIDER EKM Prov ;
w0 [ master
= |J model
= | msdb
= [J tempdb
& [ Database Snapshots _
= [J employee =
& [J ENCRYPTION KEY
= L@ Security e
= 0 Logins 00% - < w >
8, #2MS_PolicyEventProces [72 Messages
&8, #2MS_PolicyTsqlExecutic Conmand(s) completed successfully. ~
A NT AUTHORITY\SYSTEM
A NT Service\ MSSQLSERVE
& NT Service\SOLIaaSExten
A NT SERVICE\SQLSERVERS 8
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
& sa
& SOL2014Enterprims2014e v
[ Server Reles 100% ¢ >
- Credentizls 51 N @ Query executed successfully. saL pr (120 5P3) | SQL2! prAms2014e.. master 0B:00:00 | rows
Show output from: | Debug BRI REIEYE |
Auto-attach to process '[29356] [SQL] SQL2814Enterpr’' on machine 'SQL2814Enterpr' succeeded ~
The thread 'SQL2814Enterpr [55]' (@x4dc) has exited with code @ (8x8).
The thread 'SQL2@14Enterpr [55]' (@x4dc) has exited with code @ (8x8).
The program '[2936] [SQL] 5QL2014Enterpr: SQL2@14Enterpr’ has exited with code @ (8x@). =
< >

FIGURE 8: CREATE CREDENTIAL FOR DATABASE ENGINE

7.0 CREATING LOGIN (DB ENGINE)

Run the following commands to create a login from an asymmetric key and map credentials to the

login:

CREATE LOGIN EKM Login

FROM ASYMMETRIC KEY ekm login key ;
GO

ALTER LOGIN EKM Login

ADD CREDENTIAL ekm tde cred ;

GO

Where,

e ckm login key refers to the master key alias on MSSQL database. This key is already

created in “Section 5- Creating Asymmetric keys”.

9|Page
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e EKM Login refersto the login name.
e ekm tde cred refersto the key created on the Fortanix DSM. This credential is already

created in “Section 6- Creating Credentials”.

e SQLQuery17.5ql - SQL2014Enterpr.master (SQL2014Enterprims2014ent (57))% - Mit SQL Server Studio ini )
File Edit View Query Project Debug Tools Window Help
P el G @ | Newauey [ B h [ 4 @9 -0 - E-5 (5] ) == o) B
T rr— R e TR a
Object Explorer - 3 x VIS PN C O] 50LOucry16.5ql - S..rprims20l4ent (59))*  SOLQueryl5.sql -5 s2014ent (58))*  SQLQueryll.sql-S =
Connect~ 2 3 m 7 7] .5 EICREATE LOGIN EKM_Login +
= [} SQL20WEnterpr (SQL Server 12.0.632 ~ FRON ASTIHETRIC KEY ckm Login key o
= 3 Databases EIALTER LOGIN EKM_Login
=l [ System Databases ADD CREDENTIAL ekm_tde_cred ;
@ [l master ad -
= | model .
= [ msdb
® [J tempdb
% [ Database Snapshots _
# | employee =
@ [J ENCRYPTION KEY
= 3 Security e
= 03 Logins 00% - < >
&, £2M5S_PolicyEventProces 3 Messages
&, £2MS_Policy TsqlExecuti Command(s) completed successfully ~
A NT AUTHORITVASYSTEM
A, NT Service\ MSSQLSERVE
A NT Service\SQLlaaSExten
A NT SERVICE\SQLSERVERY, =
A NT SERVICE\SQLWriter
A NT SERVICExWinmgmt
A s
A SQL2014Enterprims2014¢ o
% [ Server Roles W% ¢ >
= [ Credential
< [ Credentials 5 0@ Query executed successiully. saL2 pr (1205P3) | SOL2 P .. master | D0:00:00 | O rows
‘Show output from: | Debug P @ | x@
Auto-attach to process '[2936] [SQL] SQL2814Enterpr’ on machine 'SQL2B14Enterpr’ succeeded ~
The thread 'SQL2@1sEnterpr [55]° (Bx4dc) has exited with code @ (8x@).
The thread 'SQL2@14Enterpr [55]' (xAdc) has exited with code @ (@xe).
The program '[2936] [SQL] SQL2@14Enterpr: SQL2B14Enterpr’ has exited with code 8 (@x@) =
< >
Ready Ln6

FIGURE 9: ADD NEW CREDENTIAL TO LOGIN

8.0 CREATING SAMPLE DATABASE

This section describes the steps for creating sample database to enable TDE.

1. Run the following commands to create database employee:

CREATE DATABASE employee

2. Run the following commands to create table employee:

USE employee

CREATE TABLE employee (first name VARCHAR(128),last name VARCHAR(128
) ,empID DECIMAL,salary DECIMAL(6)):;

GO

10|Page
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s SQLQuery18.sql - SQL2014Enterpr.master (SQL2014Enterpr\ms2014ent (60))* - Mi:

File Edit View Query Project Debug Tools Window Help
Pl S | NewOuey [yt e | 4 A @9 - - S5
P3| master || ¥ Beaite bDebug = v 35 sl | 370 43

R <. c.co 5o 5.t mazotdens ()

Connect~ 33 3 = T [&] .
= [} SQL20T4Enterpr (SQL Server 12.0.632
= [ Databases |
[5QL2014Enterpr (SOL Server 12.0.6329.1 - SQL2014Enterprims201dent] |
& [ master
= |J model
= |J msdb
= | tempdb
& [ Database Snapshots
= [J) employee
& [ ENCRYPTION KEY
= [ Security
= 3 Logins
&£, #2MS_PolicyEventProces

“ICREATE TABLE employee (first_name VARC
CREATE DATABASE employee

60

W0% ~ <

[ Messages

SQL Server M Studio (A

-] N o

> v K

&, ##MS_PolicyTsqlExecutic
A NT AUTHORITASYSTEM
& NT Service\MSSQLSERVE
& NT Service\SQLlaaSExten
& NT SERVICE\SQLSERVERA
A NT SERVICE\SQLWriter
& NT SERVICE\Winmgmt
& s

A 50L2014Enterprims2014¢

@ 3 Server Roles

Command(s) completed successfully.

0% - <

v
>

- Credential
i Siedentals 1@ quey executed successtuly.

Show output from: | Diebug B SRR REN S|

Auto-attach to process '[2936] [5QL] SQL2014Enterpr’ on machine 'SQL2B14Enterpr’ succeeded.
The thread 'SQL2@14Enterpr [55]° (@xddc) has exited with code @ (x8)

The thread 'SQL2@14Enterpr [55]' (@xddc) has exited with code 8 (@x8)

The program '[2936] [SQL] SQL2@14Enterpr: SQL2@14Enterpr' has exited with code @ (@x@).

5QL2014Enterpr (12.05P3) | SQL2014Enterprims2014de...

<

master | 00:00:00 | 0 rows

FIGURE 10: CREATE TABLE

9.0 CREATING DATA ENCRYPTION KEY (DEK)

Run the following commands to create the Data Encryption Key (DEK) that will be used for TDE:

USE employee

CREATE DATABASE ENCRYPTION KEY
WITH ALGORITHM = AES 256

ENCRYPTION BY SERVER ASYMMETRIC KEY ekm login key

GO

’

Where,

e employee refers to the database name.

e eckm login key refers to the master key alias on the MSSQL database.

N|Page
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10.0 ENABLING TDE ON DATABASE

Run the following commands to alter the database to enable Transparent Data Encryption (TDE):

ALTER DATABASE employee
SET ENCRYPTION ON ;
GO

s SQLQuery20.sql - SQL2014Enterpr.master (SQL2014Enterpr\ms20714ent (61))* - Microsoft SQL Server Studio (i ini: )
File Edit View Query Project Debug Tools Window Help

(Gl (G| ANewQuey Dy B & D@9 - -3-5 4]
D O moster || ¥ Becute pDebug B 55 5l 37 [R5 S 2 == ALL

~ X

=) I | - o

Object Explorer SQLQuery19.sql - S..iprims201dent (56" (OO NEI T I T SCINCMP SOLCuery 18.sq] - S...iprms2014ent (60))"

SQLQuery17.:sql - S...p\ms201dent (57))"

Connect~ @ @ m [ 3] .5 FIALTER DATABASE employee B
= [ SQL2014Enterpr (SQL Server 12.0.632 & ZE‘T ENCRYPTION ON ~
= [ Databases
=1 [ System Datsbases
# [ master
# [ model =
@ [ msdb
# [ tempdb
1 (3 Database Snapshots _
@ | employee =
@ |J ENCRYPTION KEY
= 3 Security v
= 0 Logins 100% ~ < >
&, #2MS_PalicyEventProces, |13 Messages
&, #2MS._PolicyTsqlExecutic Command(s) completed successfully. ~
& NT AUTHORITY\SVSTEM
& NT Service\MSSQLSERVE
& NT Servic\SOLIzaSExten
& NT SERVICEVSQLSERVERS =
A NT SERVICE\SQLWriter
A NT SERVICEWinmgmt
A s
A& SOL2014Enterprims2014¢ v
1 [ Server Roles 0% < >
T 51 1@ query executed successully. SQL2014Enterpr (12.05P3) | SQL2014Enterprims201de... | master | 00:00:00  Orows
Show output from: | Debug BIGREEEY =
Auto-attach to process '[2936] [SQL] SQL2@l4Enterpr' on machine 'SQL2814Enterpr' succeeded. -~
The thread 'SQL2@14Enterpr [55]' (@x4dc) has exited with code @ (8x@).
The thread 'SQL2@14Enterpr [55]' (Bx4dc) has exited with code @ (@x8).
The program '[2936] [SQL] SQL2@14Enterpr: SQL2814Enterpr’ has exited with code @ (@x8). =

FIGURE 11: ENABLE TDE

11.0

MONITORING TDE PROGRESS

SQL Server keeps track of the encryption progress, and we can pull that information by querying
sys.dm database encryption keys. Particularly ‘Percent Complete’and

‘encryption state’are the two columns that are required to understand the progress of TDE.

‘encryption_ state’ column returns an integer value (0-6) which indicates the encryption status
of the database and ‘percent complete’ column tells us the percent completed of the DB

encryption state change.
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Encryption_state | Description

0 No database encryption key present, no encryption

1 Unencrypted

2 Encryption in progress

3 Encrypted

4 Key change in progress

5 Decryption in progress

6 Protection changes in progress (The certificate or asymmetric key that is
encrypting the database encryption key is being changed).

The following T-SQL statement can be used to monitor TDE progress or status:

SELECT DB_NAME (database id) AS DatabaseName, encryption state,
encryption state desc =
CASE encryption state

WHEN 'O' THEN 'No database encryption key present, no enc
ryption'

WHEN '1l' THEN 'Unencrypted'

WHEN '2' THEN 'Encryption in progress'

WHEN '3' THEN 'Encrypted'

WHEN '4' THEN 'Key change in progress'

WHEN '5' THEN 'Decryption in progress'

WHEN '6' THEN 'Protection change in progress (The certifi
cate or asymmetric key that is encrypting the database encryption ke
y 1s being changed.)'

ELSE 'No Status'

END,
percent complete,encryptor thumbprint, encryptor type FROM sys.dm d

atabase encryption keys

The output of this query comes handy to manage TDE.
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12.0 DOCUMENT INFORMATION

12.1 DOCUMENT LOCATION

The latest published version of this document is located at the URL:

https://support.fortanix.com/hc/en-us/articles/12716572654228-Data-Security-Manager-with-

Microsoft-SQL-Server-TDE-Guide-Standalone-Server

12.2 DOCUMENT UPDATES

This document will typically be updated on a periodic review and update cycle.

For any urgent document updates, please send an email to: support@fortanix.com

© 2016 - 2023 Fortanix, Inc. All Rights Reserved.
Fortanix® and the Fortanix logo are registered trademarks or trade names of Fortanix, Inc.

All other trademarks are the property of their respective owners.

NOTICE: This document was produced by Fortanix, Inc. (Fortanix) and contains information which
is proprietary and confidential to Fortanix. The document contains information that may be
protected by patents, copyrights, and/or other IP laws. If you are not the intended recipient of this

material, please destroy this document and inform info@fortanix.com immediately.

14|Page


mailto:support@fortanix.com
mailto:info@fortanix.com

