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1.0 INTRODUCTION
This document describes how to integrate Fortanix Data Security Manager (DSM) with Sumo
Logic (SIEM) on Linux Server.

2.0 TERMINOLOGY REFERENCES
e DSM - Data Security Manager
Data Security Manager is the cloud solution secured with Intel® SGX. With Fortanix DSM, you can
securely generate, store, and use cryptographic keys and certificates, as well as secrets, such as
passwords, API keys, tokens, or any blob of data.
e Sumo Logic
Sumo Logic is a security information and event management (SIEM) solution that provides security
analysts with enhanced visibility across the enterprise to thoroughly understand the impact and
context of an attack. Sumo Logic offers streamlined workflows that automatically triage alerts to
maximize security analyst efficiency and focus.

3.0 DOWNLOAD AND INSTALL SUMO LOGIC COLLECTOR IN LINUX

3.1 SYSTEM REQUIREMENTS

System requirements for Linux:

e Linux, major distributions 64-bit, or any generic Unix capable of running Java 1.8
e Single core, 512MB RAM

e 8GB disk space

e Package installers require TLS 1.2 or higher

3.2 DOWNLOAD THE COLLECTOR

Download the collector in one of the following ways:

e In Sumo Logic, select Manage Data -> Collection -> Collection. Click Add Collector, click
Installed Collector, and then click the link for the collector to begin the download.

e Open a browser and enter the static URL for your pod. The collector begins to download. See

Download a Collector from a Static URL for a list of URLs for your deployment pod.

Fortanix recommends using the collector manually by downloading the . sh installation file

corresponding to your endpoint. For example, for downloading the collector for Linux 64 bit, use


https://help.sumologic.com/03Send-Data/Installed-Collectors/05Reference-Information-for-Collector-Installation/02Download-a-Collector-from-a-Static-URL

Fortanix

the link:

Run the following command:

ubuntu@sumologictest:~$ sudo wget
https://collectors.in.sumologic.com/rest/download/linux/64
--2022-05-11 05:22:09--
https://collectors.in.sumologic.com/rest/download/linux/64
Resolving collectors.in.sumologic.com
(collectors.in.sumologic.com) ... 13.126.102.227, 65.2.26.137,
65.1.116.61,

Connecting to collectors.in.sumologic.com
(collectors.in.sumologic.com) [13.126.102.227|:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 84905788 (81M) [application/octet-stream]

Saving to: '64.1"

=========>] 80.97M 93.5MB/s in 0.9s

2022-05-11 05:22:11 (93.5 MB/s) - '64.1' saved
[84905788/84905788]

:-§ sudo wget https://collectors.in.sumologic.com/rest/download/1inux/64
--2022-85-11 ©5:22:09-- https://collectors.in.sumologic.com/rest/download/1inux/64
Resolving collectors.in.sumologic.com (collectors.in.sumologic.com)... 13.126.102.227, 65.2.26.137, 65.1.116.61, ...
Connecting to collectors.in.sumologic.com (collectors.in.sumologic.com)|13.126.102.227|:443... connected.
HTTP reguest sent, awaiting response... 200 OK
Length: 84985788 (81M) [application/octet-stream]

Saving to: '64.1'

64.1 =====>] 80.97M 93.5MB/s

2022-85-11 ©5:22:11 (93.5 MB/s) - '64.1" saved [B4905788/84905788]
FIGURE 1: DOWNLOADING THE CONNECTOR ON LINUX 64 BIT SERVER

3.3 GENERATE ACCESS KEYS

To generate access keys:
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1. Onthe user interface (Ul) click Profile > Preferences - Add Access Key.

Enable 2-Step Verification

My Access Keys

+ Add Access Key

osM suVzUyDCEWXySU 10/05/2022 Active

My Preferences

FIGURE 2: ADD AcCESS KEY
2. Enter a name for the key and click Create Key.

Create an Access Key

Access keys let you securely connect to Sumo Logic without a username or password

DEM

FIGURE 3: CREATE AcCESS KEY
For more details, refer to the article Access Keys.

3.4 INSTALL THE CONNECTOR

You can choose one of the following methods to install the Collector:
e Ulinstaller (This method does not support all advanced settings)

e Command-line installer

e  RPM/Debian package

e  Binary package
The easiest and fastest way to install the connector is by using the command displayed below and

replacing the values of accesskey and accessid.


https://help.sumologic.com/03Send-Data/Installed-Collectors/04Install-a-Collector-on-Linux
https://www.sdkms.fortanix.com/#Install_using_the_UI_installer
mailto:info@fortanix.com#Install_using_the_command_line_installer
https://help.sumologic.com/03Send-Data/Installed-Collectors/04Install-a-Collector-on-Linux#Install_using_the_RPM_or_Debian_package
https://collectors.in.sumologic.com/rest/download/linux/64#Install_using_the_binary_package
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ubuntu@sumologictest:~$ sudo ./SumoCollector.sh -gq -
Vsumo.accessid=suVzuyDcEwXy6u -
Vsumo.accesskey=KjptalObvs5SZMSYoyxYrAKNBTTtrgt PASTLNXRyRZYS4zyzGcw
ZaBOauyQfmbih

Unpacking JRE

Starting Installer

2022-05-11 05:25:14,118 main WARN The bufferSize is set to 8192 but
bufferedIo is false: false

Uninstalling previous version

Extracting files...

Finishing installation...

:-§ sudo ./SumoCollector.sh -q -Vsumo.accessid=suVzuyDcEwXybu -Vsumo.accesskey=KjptalObvsSSZMSYoyxYrAKNBTTtrgtPdSTLNXRYRZYS4zyzGewZaBOauyQfmbih

Unpacking JRE ...

Starting Installer ...

2022-85-11 85:25:14,118 main WARN The bufferSize is set to 8192 but bufferedlo is false: false
Uninstalling previous version

Extracting files...

Finishing installation...

FIGURE 4: INSTALL THE CONNECTOR ON LINUX

7o learn more about installing a collector on Linux, refer to the article Install a Collector on Linux.

Once the collector is installed, it appears under Manage - Collection.

Show: Al Collectors Showupte: 10 collectors Expand: AN ¢ P
aatt ypo stat. Saurca Calogery aurces  Last Hour Message:
¥ sumologictest ® Heaitny instated Noe

Custom App @ Heaithy Fortanix £di | Daimis @

FIGURE 5: COLLECTOR APPEARS IN SUMO LoGIC


https://help.sumologic.com/03Send-Data/Installed-Collectors/04Install-a-Collector-on-Linux#install-using%C2%A0the-command-line-installer
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3.5

CONFIGURE SYSLOG SERVER

3.5.1 CONFIGURE SYSLOG SEVER IN SUMO LOCIC

1. Click Manage Data - Collection.

2. Click Edit next to Syslog Server.

3. Select Protocol as TCP, Port as 514, leave the rest of the settings as default, and then

click Save.
Collection Status Ingest Budget !
Collectors and Sources Edit Source: Custom App
Source Type

Mame* |Syslog Server]

Masemium namd length s 128 characies

Description

Protocel  TCP w

Source Category  Fortanix

Lategory meladala o use iater 1or

Fields +Add Field

w Advanced Options for Logs

Enable
Timestamp
Parsing

Extract timestamp information from log file entries

Time Zone  (8) Use time zone from log file. If none is detected use:
{UTC) Ete/UTC

) 1gnore time zone from log file and instead use

Timestamp
Format

® Automatically detect the format Q Specify a format

» Processing Rules for Logs

What are Processing Rules?

FIGURE 6: CONFIGURE THE SYSLOG SERVER ON SUMO LoGIC
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3.5.2 CONFIGURE SYSLOG SEVER IN FORTANIX DSM

1. Login to “https:// <fortanix_dsm_url>"
2. Click Settings © Log Managements.
3. Click Syslog.

B - 5. et

e e B e e S
ACCount setlings

FIGURE 7: CONFIGURE THE SYSLOG SERVER IN FORTANIX DSM
4. Click Edit Configuration and update the Host IP. Host IP is the server where you have

installed the Sumo Collector.
Account settings

Sysiog Log Managamssnt Inbegration W Eraties

I 214048 113

i

FIGURE 8: EDIT SYSLOG SERVER CONFIGURATION IN FORTANIX DSM

3.6 VIEW AUDIT LOGS IN SUMO LOGIC

Once all the above steps are completed, you can see all the audit logs in the Sumo Logic Screen.
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FIGURE 9: VIEW AuDIT LOGS IN Sumo Logic
You can further customize the data and chart by writing a query on the search bar. For example:

_sourceCategory="Fortanix" and _collector="sumologictest" |
logreduce

| timeslice 1h

| count by timeslice

| order by timeslice
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40 DOCUMENT INFORMATION

4.1 DOCUMENT LOCATION

The latest published version of this document is located at the URL:

https://support.fortanix.com/hc/en-us/articles/6390501090452-Using-Fortanix-DSM-with-Sumo-

Logic-SIEM-Integration-Guide-for-Linux-Server

4.2 DOCUMENT UPDATES

This document will typically be updated on a periodic review and update cycle.

For any urgent document updates, please send an email to: support@fortanix.com
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