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1.0 INTRODUCTION

This document describes the step-by-step procedure to backup and restore the Microsoft SQL
server Transparent Data Encryption (TDE) enabled database, which is protected by Fortanix Data

Security Manager (DSM).

To perform the restoration, the target database MSSQL server must point to the same asymmetric

key, which was previously created on the source database MSSQL server.

When transparent data encryption is enabled in the database, the database backup files are
encrypted as well. The following error appears on the screen when the user tries to restore a TDE
enabled database backup to a different server:

Al B2 Restore Database - - o X

3 An exception occurmed while executing a Transact-SQL statement or batch

Selecl a page Saript - | @ Help
K General Source
F Files B
J Options [_) Database
(®) Device: |C:\Program Files\Microsof
Microsoft 50L Server Management Studic ¥

An exceplion occurred while executing a Transact-SAL statement or batch.
| (Microsoft. SglServer Connectioninfo)

Additional information:

=+ Cannot find server asymmetric key with thumbprint ‘0x02B5B813A08E34694A7371755058BCCOA"
RESTORE HEADERONLY is terminating abnormally. (Microsoft SQL Server, Emor: 33111)

©) Help ~ 43 Copy message %] Show details

N View connection properties
]

Progress

-, Done

p

OK Cancel Help

FIGURE 1: ERROR DIALOG BOXx
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2.0

BACKING UP THE DATA FROM SOURCE

This section lists the steps for taking a backup of your database from the source server. This

backup contains the data in encrypted format, which also contains the Data Encryption Key (DEK)

protected by the Fortanix master key.

In the given example, we will use the database name as employee and we are backing it up from

the Object Explorer or T-SQL command.

1.
2.

3|Page

Right-click the desired database (Company).

Select Tasks and click the Back Up option from the context menu.

(4 SQLQuery2sql - SQL.master (SQLI\SQLT (69)) - Microsoft SQL Server Management Studio (Administrator) O Eaimch (CIit= O Pl= & x
Fle Edt View Query Project Tooks Window Hep

©-0[H- -2 Brevaey BRAAD XAH|D -
G | master - pBene « v 3 E[E]FEP| S

Object Explorer

mEEE-

Comnect~ ¥ ¥ ¢ -
© 8 SQL1 (SQL Server 15.0.4053.23 - SQLI\S]
5 1 Datibazes Take Offine
@ 0 System Databases .
@ ¥ Database Snapshots ing Online
® Stretch v
& W Security New Database.
Coginf | New Query Encrypt Columns.
B M seves Script Database as Data Discovery and Classification »
k C.'E:: ] Vulnerability Assessment s
& s Shrink
Cypea Policies 4
g Faces [ BeckUp |
[ 95 Audits| Start PowerShell M= .
SEVENT e Data Studic y Wi,
@ 3 Server O ~ | Launch Dstabase Miroring Morit -
@ i Repicaiofil Repors R aunch Database Miroring Moritor...
) 1 PolyBase Ship Transaction Logs..
el Rename
2 s Generate Scripts... -
] ¥ Managem =2
OLTP Migration Checkiits
L e —
B o8 5L Serv —
@ [ XeventPrd S Azure SO Database...
Import Fat i...
Import Data..
Eport Data... .
%] CopyDatabase...
< > | © Queryexecul  Manage Database Enceyption... SQL1 (150RTM) | SQLINSQLT (69)  master | 00:00:00 | O rows.

Database Upgrade v

FIGURE 2: TAKE BACKUP OF SOURCE SERVER



IIiI' Fortanlx DSM WITH MSSQL TDE INTEGRATION - BACKUP & RESTORE

a) Select the backup path.

.J; 5QLQuery2:5q] - SQL1.master (SQL1\SQLT (69))* - Micresoft SQL Server Management Studio (Administrater) Quick Launch (Ctrl+Q) L x
File Edit View Project Tools Window Help
[ 8- 0% BNevteey BEQBR| X D2 -8 -|5 mesB-.

| b Execute 8 Back Up Database - Company - o x
Object Bxplorer x Selecta page T ~ @ e
G 5 s ER DATABASE Compam ¥ Genenl e
st TR SET ENCRYPTION OFF ; ¥ Veds Options: +
= B 5QLT (SQL Server 15.0.4053.23 - SQLTS| o % Backup Options. Source =
© 1 Databases Datsbase =
5 1 System Databases
@ 9 Database Snapshots Recovery model: FULL
) @ Company Backup type: ] =
S W Security
@ W Logins [ Copyonly backup
@ 1 Server Roles - o
& ¥ Credentials ' compor
a4 ckm tde_cred ® Database
% 52_skm _tde_cred
& 1 Cryptographic Providers O Fies andfograps:
e EKM_Prov
@ 9 Audits
@ 11 Server Audit Specifications v
@ 1 Server Objects .
@ 1 Replication wo% - o
@ W PolyBase B Messoges Conaocton
) 1 Always On High Auailbility Commands corpleted successty Sqi - =
& 11 Management s Femon
ation vime: 2020-20-209 Comecton:
15 Integration Seices Cotalogs Gompiarien vima: 2039-10-207 Comecton:
& o SQ Server Agent > e
& [ Xivent Profiler ¥ Vien conneciion propesies
Progess
Ready
Cancel
m% -
3% SQLQuer2.2q]- SQL1.master (SQLI\SQLT (85)) - Microzoft SL Server Management Studio (Administrator) Quick Launch (Ctri=Q Pa & x
Fle Edt View Project Tools Window Help
©-0|[B- -2 P ANy BREQD| T -e-||| -8 SlmrpEsa-.

| b Becute

o e BE Doe - 0w I
y TER DATABASE Company. K General £
Connect = >
onnets ¥ 3 o SET ENCRYPTION OFF ; % Meda Otons %
© I SQL1 (SQL Server 15.0.4053.23 - SQLN\S w 5 Backup Optens Source =]
1 Databases S = -
® W System Databases
) 1 Database Snapshots Recovery mode FULL
@ @ Company Backup type: Rl -~
& 9 Securty
@ ¥ Logins (] Copyoniybackap
® W ServerRoles
@ ¥ Credentials Backup companent:
& ekm_tde_cred @® Database
% s ekm_tde cred
© 8 Cryptographic Providers Microsoft SQL Server Management Studic x
2 BKM Prov
@ i Audits The badap o database ‘Company’ congleted successfuly.
@ 1 Server Audit Specifications S
) 1 Server Objects | N .
@ 1 Replication m% - _ 23 Copy message Co ]
@ 1 PolyBase B Nessoges ""SEW"‘"‘“'
e
@ 15 Always On High Availabilty Commands completed suscanstd Sy " S
@ 4 Management i
& on Servi Completion time: 2020-10-205 Comecton
g e | o ST e
@ [ Xevent Profiler ¥ View connection propetties:
Progress
= Executing (100%)
‘Sop action now
oK Cancel
wown -
< > | @ Query executed successhully. SQUI(1S.0RTM) | SQUIVSQLI (69) | master | 00:00:00 | Orows

FIGURE 4: BACKUP COMPLETED

3. Move the backup database to the target server.

4. Loginto the secondary target server.
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3.0 CONFIGURING TDE ON TARGET SERVER

3.1 ENABLING SQL FEATURES

Run the following commands if Extensible Key Management (EKM) is not supported or enabled in

the SQL server edition:

sp_configure 'show advanced',6 1
GO

RECONFIGURE

GO

sp_configure 'EKM provider enabled', 1

GO

RECONFIGURE

GO

e N R E e e T Bl 50 Query4.sql - M. 17\MSSQL2017 (53))* -
sp_configure 'show advanced', 1 *
GO
RECONFIGURE
GO
sp_configure 'EKM provider enabled', 1 ]
GO
RECONFIGURE
GO

150 % -

Eﬁ Messages

Configuration option 'show advanced options' changed from 0 to 1. Run the RECONFIGURE statemenis
Configuration option 'EEM provider enabled' changed from 0 to 1. Run the RECONFIGURE statement

-
150% -4 4
@ Query executed successfully. MS5QL2017 (14.0 RTM) | MSSQL20TAMSSQL2017 (61) | MSSQLLAB | 00:00:00 | O rows

FIGURE 5: RUN COMMANDS FOR ERROR SCENARIO
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3.2 CREATING CRYPTOGRAPHIC PROVIDER

Run the following commands to use the correct location of the EKM DLL:

CREATE CRYPTOGRAPHIC PROVIDER EKM Prov
FROM FILE = 'C:\Program Files\Fortanix\KmsClient\FortanixKmsEkmProvi
der.dll' ;
GO
Where,

e EKM Prov refers to the name of the provider defined by the user.

| >[4

SOLQueryb.sql - M...17AMSSQL2017 (61))" SOLQueryd.sql - M. 1T\MSSQL2017 (33))° & X
—|CREATE CRYPTOGRAPHIC PROVIDER EKM_Prov
FROM FILE = 'C:\Program Files\Fortanix\KmsClient\FortanixKmsEkmProvider.dll" ;

GO

150% |4

Eﬁ Messages
Commands completed Suclcessfully.

150 % -

MSSQL2017 (14.0 RTM) | MSSQL201AMSSQL2017 (53) | MSSQLLAB | 00:00:00 | 0 rows

@ Query executed successfully.
|

FIGURE 6: CREATE CRYPTOGRAPHIC PROVIDER
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3.3 CREATING CREDENTIALS

This section describes the steps to create the credentials to generate the master key on the

Fortanix DSM using the SQL admin.

The SQL admin requires permission to connect to Fortanix DSM to generate the key.

1. Perform the following steps to get the API key:
a. Login to the Fortanix DSM.

b. From the Ul left panel, click the Apps tab.

c. Click COPY API KEY to copy the API key of your application and then paste the DSM API

key as the value for the SECRET parameter in the next command.

iii Fortanix: &

B #H B
>
o]
e}
w
O

@

xxxxx PR COPY API KEY WA 015temt

®
@
&
o

FIGURE 7: CopY API KEY

2. Run the following commands to create a credential using the copied APl key in your SQL

Server Studio that will be used by the system administrators:

CREATE CREDENTIAL sa ekm tde cred
WITH IDENTITY = 'Identityl',

SECRET = '<DSM API KEY>'

FOR CRYPTOGRAPHIC PROVIDER EKM Prov ;
GO
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SaLquenrsa - Manwssaor 63+ <

CREATE CREDENTIAL sa_ekm_tde_cred +
WITH IDENTITY = 'Identityl’, 1 :
SECRET = 'NTEyMDImN2QtNTkyMieezZDdhLTgeMDUtODg1lMTYzYmYxZDhi0lQ2N3Fal2JGdFUwWRDRVZIWEKAXNC
FOR CRYPTOGRAPHIC PROVIDER EKM_Prov ; =

cq

m

150% - 4
B Messages E
Commands completed successfully.

150% =~
@) Query executed successully. MSSQL2017 (14.0 RTM) | MSSQL201TAMSSQL2017 (53) MSSQLLAB | 00:00:00 | 0 rows

FIGURE 8: CREATE CREDENTIAL

3. Add the credential to a high privileged user such as your own domain login in the

format [DOMAIN\login]:

ALTER LOGIN EC2AMAZ-1RDPAEU\Administrator
ADD CREDENTIAL "sa ekm tde cred";
GO

Run the following commands in case there is no domain, and the machine is part of a

workgroup or standalone:

ALTER LOGIN LOCALHOST\Administrator
ADD CREDENTIAL "sa ekm tde cred";
GO
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Object Explor SOLQuery10.5! -..17\MSSQL2017 (B3))* & X

Connect~ ¥ ¥ [VIES —-JALTER LOGIN MSSQL2917| +
& @ MSSQL2017 (SOL Server 14.0.3238.1 - MSSQL2017\MSSQL2017) ADD CREDENTIAL "sa_ekm_tde_cred”; -
=] Databases GO
System Databases
Database Snapshots
a MSSQLLAB
Security
Server Objects
Replication
PolyBase
Always On High Availability .
Management 150% <+
Integration Services Catalogs
3B 501 Server Agent Bl Messages
XEvent Profiler Commands completed successfully. -
.
150% ~
OQueryaxecuied successfully. MSSQL2017 (14.0RTM)  MSSQL2017AMSSQL2017 (63) ' master  00:00:00 0 rows
Output ~ 1
Show output from: | Debug - [ E|2a
Auto-attach to process '[3388] [SQL] MSSQL2817' on machine 'MSSQL2@17' succeeded. -
The thread 'MS5QL2@17 [63]' (@x126@) has exited with code @ (8x@).
The thread 'MSSQL2@17 [65]" (6»(]754) has exited with code @ (6»(0).
The thread 'MSSQL2817 [65]' (8x11b8) has exited with code 8 (8x8).
The thread 'MSSQL2@17 [63]1' (8x126@) has exited with code @ (8x8).
The program '[3388] [SQL] MSSQL2817: MSSQL2817' has exited with code 8 (@8x8).
FIGURE 9: COMMAND FOR NO DOMAIN
If you are not an administrator and hence unable to alter the login, open the Object
Explorer and map the credentials as shown in the following image:
[E2 6217232101 (ms20r4ent) ()3, 62.172.140.254 (MSSQLI0NT) &

5 Detachizb @ Toggescaing 57 Fulsreen (5] Fit to window size

)

Fle it View Poject Debug Tooks Window Hep

PAlT S | ) New Query

LBRn sad|9-o-

! Bxecute b Debug 8 o I3 9

% Setcomnectionpossword  § Hdeber 3 Discomnect

SQLQuery15.5ql - SQL2014Enterpr.master (SQL2014Enterpri\ms2014ent (58))* - Microsoft SQL Server

Studio

(Object Explores - 0
Connect~ 3/ %) m 7 (3.5

> | SCLQuery15:5q1 - S..rprims201dent (s8]}

Login Properties - SQL2014Enterprims2014ent

|5 E .

ALTER LOGIN “SQL2014Enterd Salectapage

= - 0 Cumcnt connection parsmeteny g
400 CREDENTIAL sa_clon_tde | 4 o Ssert ~ v

X Enterpr rver - ~ ) .
?LD?::.;T 1SQL Server 1206329.1 - SO o i R |
3 socurity 2 User Wapong Logn name.

(3 Lagins .

B, #5MS PolicykventProcessingLogin
8, #5MS PolicyTsqlEsecutionlagins
B NT AUTHORITVISYSTEM
& NT Service\MSSQLSERVER
& NT Service:SQLlaaSExtensionCuery
A NT SERVICE\SQUSERVERAGENT
A NT SERVICE\SQLWiiter -
A NT SERVICEWinmgmt 0% vi<

23 Messages

A& S0L201Enterprims2014ent Msg 33042, Level 16, State
(3 Server Roles
: 3 Credentials
g sa_ekm _tde_cred
| 3 Cryptographic Providers

B, EKM_Prov
| 3 Audits
3 Server Audit Specifications
3 Serves Objects
Ja Replication wo% - ¢
3 AlwaysOn High Availabilty
< w

L] Soeciy old password

Cennot add credential becau

(o [} Map to Credenial

Sarver
SQL201Ertenr

Comnecton .
SQL24Erterprmu20Tdent
8} Ve cornacton pmosres

i e |

Faady D datahass maser v

5 | Query completed with erors.

ps20lde... master | 00000 | Orows

Show autput from: | Debug
Auto-attach to process '[2336] [5Q1] SQLIE14Enterpr’ on machine 'S o "
The thread 'SQLIBL4Enterpr [S5]' (Bxddc) hez exited with code B (8 e Ext

The thresd 'SQL2BMENterpr [S5]° (Bx4dc) hes exited with code © (2
The progeam '[2936] [SQL] SQL2Bl4Enterpr: SQLZBI4EAterpe’ has exit

|2 ]&

]
!

Name.
The name of the connection.

R - e S

12242019

FIGURE 10: MAP CREDENTIALS
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3.4 CREATING ASYMMETRIC KEY

The MSSQL admin has the credentials associated with creating the Master Encryption Key (MEK)
on Fortanix DSM. This section describes the steps to create the asymmetric key from the existing
key in the Fortanix DSM.

Run the following commands to create an asymmetric key stored inside the EKM provider:

USE master

CREATE ASYMMETRIC KEY ekm login key FROM PROVIDER EKM Prov
WITH PROVIDER KEY NAME='SQL Server Key',

CREATION DISPOSITION = OPEN EXISTING;

GO

ol NOTE:

e ckm login key isthe key name on SQL server created on the source server.

e SQL Server Key isthe key name on Fortanix DSM created on the source server.

—|USE
master
—|CREATE
ASYMMETRIC KEY ekm_login_key FROM PROVIDER EKM_Prov
WITH
PROVIDER KEY MAME='SQL_Server_Key',
CREATION_DISPOSITION
= OPEN_EXISTING;
@0

oo % -
Eﬁ Messages

Coamards completed successfully.

Completion time: 023-02-07T11:05:06.E1ESZTL+00:00

FIGURE 11: CREATING ASYMMETRIC KEY
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3.5 CREATING CREDENTIALS (DB ENGINE)

Run the following commands to create a credential that will be used by the database engine:

USE master;

CREATE CREDENTIAL ekm tde cred

WITH IDENTITY 'Identity2',

SECRET '<DSM API KEY>'

FOR CRYPTOGRAPHIC PROVIDER EKM Prov;

Where,
e ekm tde cred refers to the name of the credentials.
e Identity2 refers to the identity name. The value can be any name.
e EKM Prov refers to the Fortanix EKM Provider.

e SECRET refers to the Fortanix DSM API key.

dn SQLQuery16.5ql - SQL2014Enterpr.master (SQL2014Enterpryms2014ent (59))* - Microsoft SQL Server M
File Edit View Query Project Debug Tools Window Help

el S @ NewQuey Oy D | % A9 - - S5 & »
Pl [master || 4 Becute b Debug ® o 35 sl |57 |89 gy Y
 Ohiectbooe < x CISTEER—TT

Studio (Admini: )

- = oL

5QLQuen

Connect~ 3 %) m T &] .5 SIUSE master ; =]
= (5 SQL2014Enterpr (SOL Server 12.0.632 & \i';f_:fp;z:i:g‘F;:’:ﬁz;gfr“ ~
= [ Datsbases SECRET = "NTEYMDIMNZQENTkyieezDdhLTgeMDULODEIMTYZYmYxZ0hi0102N3FaU2)GdFUARDRZIEKdXNOZXgAANY T YWU4NUE3 LB 3LXRpONdBHDRV RNt qSF 9UCUB4OF 1N ki

= [ System Databases FOR CRYPTOGRAPHIC PROVIDER EKM_Prov ;
[ master
% [J model .
® [ msdb
% [ tempdb
& [ Database Snapshots _
= |J employee =
@ [J ENCRYPTION KEY
= [ Security ~
= 0 Logins 00% - < m >
&, #2MS_PolicyEventProces, |43 Messages
A #2M3_PolicyTsqlExecutic Command(s) completed successfully. ~
A NT AUTHORITV\SYSTEM
& NT Service\MSSQLSERVE
A NT Serviea\SOLIaaSExten
£ NT SERVICE\SOLSERVERZ =
A NT SERVICE\SQLWhiter
A NT SERVICE\Winmgmt
A s
A SOL2014Enterpr\ms201de »
& [ Server Roles 00% < >
= [-3 Credentials
< @ 51 0@ Query executed successfully. SQL2014Enterpr (120 5P3) | SQL2014Enterphms2014e... | master | 00:00:00 | O rows
Show output from: | Debug BN ESEY Y=
Auto-attach to process '[2936] [SQL] SQL2B14Enterpr’ on machine 'SQL2B14Enterpr’ succeeded. ~
The thread 'SQL2814Enterpr [55]° (Bxddc) has exited with code @ (8x@).
The thread 'SQL20@14Enterpr [55]' (@x4dc) has exited with code @ (@x@).
The program '[2936] [SQL] SQL2@14Enterpr: SQL2@14Enterpr’ has exited with code @ (€xe). =
v
< >

FIGURE 12: CREATE CREDENTIAL FOR DATABASE ENGINE
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3.6 CREATING LOGIN (DB ENGINE)

Run the following commands to add a login used by TDE and add the new credential to the login:

CREATE LOGIN EKM Login

FROM ASYMMETRIC KEY ekm login key ;
GO

ALTER LOGIN EKM Login

ADD CREDENTIAL ekm tde cred ;

GO

Where,
e ekm login_ key refers to the master key alias on the MSSQL database. This key is already
created in “Section 3.4- Creating Asymmetric Keys”.
e EKM Login refersto the login name.
e ckm tde cred refers to the key created on the Fortanix DSM. This credential is already

created in “Section 3.3- Creating Credentials”.

Lis SQLQuery17.sql - SQL2014Enterpr.master (SQL2014Enterpr\ms2014ent (57))* - Microsoft SQL Server Studio (s i )
File Edit View Query Project Debug Tools Window Help
P81 - S | Newauey [ pR R G| & B0 - o - 5] - I = L o

] Er— L TR el E s

Connect~ 3 3) m 7 [F] .5 FICREATE LOGIN EKM_Login +
= [} SQL2014Enterpr (SQL Server 12.0.632 ~ ;gm ASYMMETRIC KEY ekm_login_key : o
=l [ Databases FIALTER LOGIN EKM_Login
=l [ System Databases ADD CREDENTIAL ekm_tde_cred ;
@ ) master ad -
= [ model -
= ) msdb
= (Il tempdb
# [3 Database Snapshots N
[ employee =
= [J ENCRYPTION KEY
= 3 Security v
= £ Logins W% ~< >
&, #2M5_PolicyEventProces {3 Messages
&, #2MS_PolicyTsqlExecutiq Command(s) completed successfully. -
A NT AUTHORITV\SYSTEM
A NT Service\MSSQLSERVE,
A NT Service\SQLlaaSExten
A NT SERVICE\SQLSERVERY =
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A sa
A SQL2014Enterprims2014e "
® [ Server Roles 0% - ¢ >
(L Credentols s @ uery executed successiully, saL pr(1205P3) | 50L2 prims201de.. mester 000000 0 rows
Show output from: | Debug BINFRRERIEY A
Auto-attach to process '[2936] [SQL] SQL2814Enterpr’ on machine 'SQL2@14Enterpr’ succeeded. ~
The thread 'SQL2@14Enterpr [55]' (xAdc) has exited with code @ (@xe).
The thread 'SQL2@14Enterpr [55]' (@x4dc) has exited with code @ (@x@).
The program '[2936] [SQL] SQL2@14Enterpr: SQL2B14Enterpr’ has exited with code & (8x@). =
v
[ >
Ready Ln6 C

FIGURE 13: ADD NEW CREDENTIAL TO LOGIN
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4.0

RESTORING THE ENCRYPTED DATABASE

This section describes the steps for restoring the encrypted backup on the target server. When the
backup is encrypted with TDE at the time of restoration, the database tries to unlock the DEK using

MEK. The SQL server starts the restoration process only if the respective master key is available on

the database.

Restoring: employee-Full Database Backup

I 100% Stop

Select a page Script ~ | €@ Help
F+ General Source
# Files )
# Options Database
Device C:\Program Files“Microsoft SQL Server\MSSQL15.MSSQLSERVER\MSSQL \Backup
Databasze: employee
Destination
Database: employee
Restore to: The last backup taken (Tussday, February 7, 2023 11:07:49 AM) | Timeline
Restore plan

Backup sets to restore:

Restore  Name Component  Type  Server Database  Position  First LSN
| | employee-Full Database Backup | Database | Ful [ saldbfips | employee | 1 | 3700000003280000]
Microsoft SOL Server Management Studio x

o Database 'employee’ restored successfully.

Connection

¢ sgl-dbips [sql-dbips'dev]

View connection properties

Progress

r < >

FIGURE 14: RESTORING DATABASE
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5.0

DOCUMENT INFORMATION

5.1 DOCUMENT LOCATION

The latest published version of this document is located at the URL:

https://support.fortanix.com/hc/en-us/articles/12782302548500-Data-Security-Manager-with-

Microsoft-SQL-Server-TDE-Guide-Backup-Restore

5.2 DOCUMENT UPDATES

This document will typically be updated on a periodic review and update cycle.

For any urgent document updates, please send an email to: support@fortanix.com

© 2016 - 2023 Fortanix, Inc. All Rights Reserved.
Fortanix® and the Fortanix logo are registered trademarks or trade names of Fortanix, Inc.

All other trademarks are the property of their respective owners.

NOTICE: This document was produced by Fortanix, Inc. (Fortanix) and contains information which
is proprietary and confidential to Fortanix. The document contains information that may be
protected by patents, copyrights, and/or other IP laws. If you are not the intended recipient of this

material, please destroy this document and inform info@fortanix.com immediately.
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