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1.0 INTRODUCTION

This article describes how to integrate Fortanix Data Security Manager (DSM) with Enterprise

Java Beans Certificate Authority (EJBCA). It also contains the information that a user requires to:

e Create an App in Fortanix DSM.
e Download and install the Fortanix PKCS#11 driver in the EJBCA server.
e Create PKCS#11 Crypto Token in the EJBCA Admin web.

e Generate key pairs using the Crypto Token to create a Certificate Authority.

2.0 PREREQUISITES
e Sudo privilege or Root access on the EJBCA server.
e Internet connectivity from the EJBCA Server to the Fortanix Service.
e Admin Access to the EJBCA Ul to configure the Crypto Token.

e The Fortanix PKCS#11 driver can be downloaded from here.

3.0 INTEGRATION STEPS

3.1 CREATE AN APP AND COPY THE APP API KEY

1. Login to the Fortanix DSM UI.

2. Click the Apps tab. On the Apps page click the create a new app icon o to create a new app.

: Fortanix Systemn Administration

' Data Security Manager K:ME v g@ Administrator o m @ Test User v

Dashboard

Groups A p pS °

Apps

Security Objects DOWNLOAD CSV

Name 4 Credentials Cert Expires Groups Security Objects Description &
Users

Plugins
Tasks

Audit Log

Settings

FIGURE 1: CREATE NEW APP
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3. Enter the following information:
e App name: This is the name to identify the EJBCA app.
e Authentication method: This can be left at the default API Key.
e Group: This is a logical construct that will contain keys created and owned by the EJBCA
cluster.

4. Click Save to complete creating the application.

Adding new app

Fortanix
Data Security Manager
App name
EJBCA test
Dashboard
Groups ° ADD DESCRIPTION

Apps

Authentication method

Security Objects

@® APlIKey O centificate O Trusted CA O Google Service Account O JSON Web Token (O External Directory O AWS 1AM
Users
Plugins
Tasks

OAuth
Audit Log .

Settings

Assigning the new app to groups

EJBCA

FIGURE 2: CREATE APPLICATION

5. Note down the application’s API Key to use is Section 3.3.

a. Go to the detailed view of an app and click the COPY API KEY as shown below.

: Fortanix EJBCA_test defautt/ prcssi

! Data Security Manager
UUID:  b57761ba-b73f-4897-9397-e36eadfece0s [

Dashboard Activity chart

v
Groups

Apps INFO SECURITY OBJECTS USAGE

SecuflyOblects @ cenabled @ (No description) ¢

Users Act\v\ty Logs @ Last updated: 3:20 pm

API Key

Plugins

Last login: Never
SDK provides tools, compilers, headers, libraries, code samples, and a new help system
Tasks that developers can use to create applications.

Audit Log | COPY API KEY ‘

Settings

.7 REGENERATE

Change authentication method v

Groups App permissions:

=) EJBCA Default group

EDIT GROUPS

FIGURE 3: CoPY APP API KEY
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3.2 INSTALL PKCS#11 DRIVER

1. SSH to the EJBCA server.
2. Download the Fortanix PKCS#11 driver.

curl -L https://download.fortanix.com/clients/4.2.1500/fortanix-pkcsll
-4.2.1500-0.x86_64.rpm -o fortanix-pkcsll-4.2.1500-0.x86 64.rpm

3. Install the Fortanix PKCS#11 driver.

sudo dnf localinstall -y fortanix-pkcsl1-4.2.1500-0.x86 64.rpm
rm -rf fortanix-pkcsll-4.2.1500-0.x86 64.rpm

4. Change to the wildfly user and open the web.properties file to edit.

sudo su - wildfly

vim /opt/ejbca/conf/web.properties

5. Add the following to the end of the web.properties file.

cryptotoken.pll.lib.60.name=Fortanix
cryptotoken.pll.lib.60.file=/opt/fortanix/pkecsll/fortanix pkecsll.so

6. Save and close the file and exit the wildfly account.

TWQg

exit

b 4

following command to /opt/primekey/bin/start.sh:

NOTE: To log in to Fortanix DSM from the Docker EJBCA container and create keys, add the

export FORTANIX API ENDPOINT=https://sdkms.fortanix.com

The above command is for Linux only.
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3.

1.

3 CREATE CRYPTO TOKEN

Restart the Wildfly Application Server.

sudo systemctl restart wildfly

2. Access the EJBCA adminweb with a web browser.

3. Click Crypto Tokens in the left navigation pane to create a new crypto token.

« =

c

EJBCA

Home

CA Functions

CA Activation

CA Structure & CRLs

Certificate Profiles

Certification Authorities

Crypto Tokens

Publishers
Validators

RA Functions

Add End Entity
End Entity Profiles
Search End Entities
User Data Sources

O & =2 https:/jca0i.solitude.skyrim/ejbcafadminweb/

PKI by PrimeKey

Veersion : EJBCA 7.8.2.1 Enterprise (d1f1833cd9d9e11d4a5235be211b1268eleacfbl)
Welcome 1Feb2022-Skyrim-SA to EJBCA Administration.

Node hostname ejbca01.solitude.skyrim
Server time 2022-03-17 20:22:33-04:00

FIGURE 4: EJBCA ADMINWEB

4. Click the Create new... link to create a new crypto token.

« =

6]

EJBCA

CA
C
c

Functions
A Activation
A Structure & CRLs

Certificate Profiles
Certification Authorities

C

rypto Tokens

Publishers

Vi

RA
A

alidators

Functions
dd End Entity

End Entity Profiles
Search End Entities
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O G &= https:/fca0l.solitude.skyrim/ejbcajadmi

bjcryptotoken/cr

15.xhtml

Manage Crypto Tokens [?]

szt
CA Name CA Service|CRL Status Publisher Length

ManagementCA « -4 validationAuthorityPeerPub-OCSP-01 |22

Solitude-Root-CA « v

Solitude-Sub-CA 2 w

Name Type Library Reference Type Reference Active|Auto-activation|Used Actions[?]
ManagementCA PKCS#11 NG |/usr/lib64/libsofthsm2.s0 |Slot/Token Label |Management_CA_SLOT 4 L2 Yes ‘ Reactivate |m‘
peeringCryptoToken|PKCS#11 NG |/usr/lib64/libsofthsm2.so |Slot/Token Label |KeyBinding_SLOT o « Yes || Reactivate |E\
Solitude-Root-CA  |PKCS#11 NG |/usr/lib64/libsofthsm2.s0 |Slot/Token Label |Root_CA_SLOT L4 « Yes || Reactivate |E‘
Solitude-Sub-CA PKCS#11 NG |/usr/lib64/libsofthsm2.s0|Slot/Token Label |Sub_CA_SLOT 4 4 Yes ‘ Reactivate| Delete\

Create new...

FIGURE 5: CREATE NEW CRYPTO TOKEN

a. Inthe Type field, select PKCS#11 NG from the drop down menu.
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<« c

EJBCA
PKI by PrimeKey

Home

CA Functions
CA Activation
CA Structure & CRLs
Certificate Profiles

Certification Authorities

Crypto Tokens
Publishers
Validators

RA Functions
Add End Entity
End Entity Profiles
Search End Entities
User Data Sources

O P‘; &2 https:/{ca01.solitude.skyrimfejbcafadminweb/cryptotokenfcryptotoken.jsf?cryptoTokenld=08&ref=cryptotokens

New Crypto Token

Azure Key Vault

Name @
PKCS#11
Type v SOFT
Authentication Code AWS KMS |
PKCS#11 N
Repeat Authentication Code ‘E)
Auto-activation [JUse
Use explicit ECC parameters (ICAQO CSCA and DS certificates) [?] [Use
Allow export of private keys [?] ] Allow
\ Save\

FIGURE 6: CRYPTO TOKEN TYPE

Select Fortanix from the PKCS#11 : Library drop down menu.

Select Slot ID from the PKCS#11 : Reference Type drop down menu.

Use the default value for the PKCS#11 : Reference field.

Type a Name for the Crypto token, for example, Fortanix.

Type the Fortanix App API key for the Authentication Code, and the Repeat

Authentication Code fields.

c

«
I l EJBCA

PKI by PrimeKey

CA Functions
CA Activation
CA Structure & CRLs
Certificate Profiles
Certification Authorities
Crypto Tokens
Publishers
Validators

RA Functions
Add End Entity
End Entity Profiles
Search End Entities
User Data Sources

Supervision Functions
Approval Profiles
Approve Actions
Audit Log

System Functions
Roles and Access Rules
Internal Key Bindings
Peer Systems
Services

O 6 =1

01.s0litude.; i linwebfcr P! 1.jsf

New Crypto Token
Back to Crypto Token overview
Name IFortanix E]

Type |PKCS#11 NG ~|
Authentication Code

ssssssssssnensnenssis (lxisting activation PIN, can not change or set PIN on the token)

Repeat Authentication Code

cresersencsseseeseels

Auto-activation Use
Use explicit ECC parameters (ICAQ CSCA and DS certificates) [?] & Use

PKCS#11 : Library | Fortanix v
PKCS#11 : Reference Type \ﬁ‘
PKCS#11 : Reference ‘0 ‘
PKCS#11 : Attribute File [Default v

‘save

FIGURE 7: CONFIGURE CRYPTO TOKEN

5. Click Save to save the changes.
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C O G &=t 01.solitude.skyri inweb/cryptotokenycr 1jsf

«
Il EJBCA

PKI by PrimeKey

fome New Crypto Token

CA Functions

CA Activation Back to Crypto Token overview
CA Structure & CRLs Name |Fortanix 8]
Certificate Profiles e —
Certification Authorities Type |PKCS#11 NG ~|
::V:i's"n:::e“’ Authentication Code ssssssesssnnssssssnis (existing activation PIN, can not change or set PIN on the token)
Validators Repeat Authentication Code eersrsnarennreareras
RA Functions Auto-activation Use
Add End Entity Use explicit ECC parameters (ICAQ CSCA and DS certificates) [?] [ Use
End Entity Profiles L ——
Search End Entities PKCS#11 : Library | Fortanix *)
User Data Sources PKCS#11 : Reference Type ‘ Slot ID v‘
Supervision Functions PKCS#11 : Reference lo |
Approval Profiles ) X e —
Approve Actlons PKCS#11 : Attribute File | Default v
Audit Log ‘a‘

System Functions
Roles and Access Rules
Internal Key Bindings

FIGURE 8: SAVE THE NEW CRYPTO TOKEN

6. Use the default name for the key (signKey), select the key size (RSA4096), and select Sign and
Encrypt for the key usage.

7. Click the Generate new key pair button.
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EJBCA
PKI by PrimeKey

Home

CA Functions
CA Activation
CA Structure & CRLs
Certificate Profiles
Certification Authorities
Crypto Tokens
Publishers
Validators

RA Functions
Add End Entity
End Entity Profiles
Search End Entities
User Data Sources

Supervision Functions
Approval Profiles
Approve Actions
Audit Log

System Functions
Roles and Access Rules
Internal Key Bindings
Peer Systems
Services

O & == htipsy|

07.solitude.skyrim/ejb

Crypto Token :

Back to Crypto Token overview
1D

Name

Type

Used

Active

Auto-activation

inwebfcry

Fortanix

yptotoken.jsf

Use explicit ECC parameters (ICAO CSCA and DS certificates) [?]

PKCS#11
PKCS#11
PKCS#11
PKCS#11

: Library

: Reference Type
: Reference

: Attribute File

Crypto Token currently does not contain any key pairs.

| Switch to edit mode |
1799060266

Fortanix
Pkcs11NgCryptoToken

Fortanix
Slot ID
0
Default
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‘signKev

| [rsA 4096

~| | Sign and Encrypt ~|

FIGURE 9: CREATE KEY PAIR

8. Repeat Steps 6-7to create the defaultKey and testKey.

< &

EJBCA
PKI by PrimeKey

Home
CA Functions
CA Activation
CA Structure & CRLs

Crypto Token : Fortanix

Back to Crypto Token overview

0 ﬁ; a2 https://ca01.solitude.skyrim/ejbca/adminweb/cryptotokenfcryptotoken.jsf

| Switch to edit mode |

) 1D 1799060266
Certificate Profiles ‘
Certification Authorities Name Fortanix
Crypto Tokens Type Pkcs11NgCryptoToken
Publishers Used
Validators
Active
RA Functions
Add End Entity Auto-activation
End Entity Profiles Use explicit ECC parameters (ICAO CSCA and DS certificates) [?]
Search End Entities - .
User Data Sources PKCS#11 : Library Fortanix
PKCS#11 : Refi T Slot ID
Supervision Functions eterence Type °
Approval Profiles PKCS#11 : Reference 0
Approve Actions PKCS#11 : Attribute File Default
Audlt Log Alias |Key Algorithm|Key Specification SubjectKeyID Action
System Functions [ |defaultkey RSA 4096 87ccc6a57163ea438d32929b63db37 cecc3a378e|| Test | Remove [Download Public Key
Roles and Access Rules - —
Internal Key Bindings [ |signKey RSA 4096 b7b83T2Tf0ad2038T58dd69a22376342alaef35 |'rest| Remove |Duwn|uad Public Key
PR [ |testKey RSA 1024 242d7bd5f7aBbddcf2eabd2dfodfe2b337a6134d|| Test | Remove Download Public Key
Services —
System Configuration |Remove selected |
ACME Configuration ‘testl(ey ‘ ‘ RSA 1024 v‘ ‘ Sign and Encrypt V‘

Autoenroliment
Configuration
CMP Configuration
EST Confinuratinn

| Generate new key pair |

FIGURE 10: CREATE KEY PAIRS

9. The three keys are created, and the crypto token can now be used to create a CA.
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4.0 DOCUMENT INFORMATION

4.1 DOCUMENT LOCATION

The latest published version of this document is located at the URL:

https://support.fortanix.com/hc/en-us/articles/5708233328020-Using-Fortanix-Data-Security-

Manager-with-E]BCA

4.2 DOCUMENT UPDATES

This document will typically be updated on a periodic review and update cycle.

For any urgent document updates, please send an email to: support@fortanix.com

© 2016 - 2022 Fortanix, Inc. All Rights Reserved.
Fortanix® and DSM Applications are trademarks of Fortanix, Inc. All other trademarks are trademarked by

their respective owners.

NOTICE: This document was produced by Fortanix, Inc. (Fortanix) and contains information which is
proprietary and confidential to Fortanix. The document contains information that may be protected by
patents, copyrights, and/or other IP laws. If you are not the intended recipient of this material, please

destroy this document and inform info@fortanix.com immediately.
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